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EXECUTIVE SUMMARY
The Federal Air Marshal Service (FAMS) traces its history to the anti-hijacking
initiatives of the 1960s, and was drastically built up after the attacks of September 11, 2001.
While undergoing this rapid build-up and deployment of air marshals, the Service has
encountered numerous problems that severely impact morale and, potentially, national security.
The Committee on the Judiciary initiated an inquiry into the FAMS and has discovered that while
many of the problems facing the management of the FAMS could be easily remedied, they

remain unaddressed. This report outlines key problems and provides recommendations.

HISTORY OF THE FEDERAL AIR MARSHAL SERVICE

Created in 1961, the U.S. Sky Marshal Program (the legacy name of the FAMS) was a
reaction to the increased number of hijackings, which occurred when the Castro regime took
control of Cuba in 1958, and were further exacerbated after the failed Bay of Pigs invasion in
1961. In the beginning stages of the program, marshals were placed upon aircraft at the request
of either a commercial air carrier or the Federal Bureau of Investigation (FBI). The program was
an initial success as the number of hijackings dramatically decreased between 1962 and 1967.'

In 1968, however, the trend reversed and the U.S. suffered 19 domestic hijack attempts
on U.S. flights to Cuba. The trend continued into 1969 and after eight hijackings to Cuba in
January alone, the Federal Aviation Administration (FAA) created the Task Force on the
Deterrence of Air Piracy (Task Force). One of the hallmarks of the Task Force was the creation

of the "hijacker profile." By 1970, five air carriers were utilizing the "hijacker profile" system in

! See http://www .ice.gov/graphics/fams/history.htm.



conjunction with metal detectors to deter and prevent hijackings.?

In the period between 1968 and 1972, extortion became the primary motive for airplane
hijackings, whether it was by terrorist organizations that demanded the release of prisoners and
other political concessions, or individuals who demanded a monetary ransom in exchange for
hostages. In response to numerous extortion hijackings, the Federal Government developed an
anti-hijack initiative in 1970 that included an expanded sky marshal program. As a result of this
initiative, hijackings declined by 1972. By 1974, the FAA was designated as the agency to
implement all law enforcement efforts aboard in-flight aircraft. While the initial focus of the
program was on increasing the number of sky marshals, because of improved passenger
screening requirements designed to detect weapons that could be used to hijack a plane and other
deterrents to hijacking, staffing levels at the sky marshal program declined until 1985.°

Due to an increase in terrorist activity in the Middle East in 1985 that included airplane
hijacking attempts, President Ronald Reagan signed the “International Security and
Development Cooperation Act.” This was the first explicit statutory authority for the air
marshal program. As a result of this measure, air marshal staffing levels rose to close to 400 in
1987 before declining to 33 just prior to September 11, 2001.°

The tragic events of September 11, 2001, forced the Nation to reassess aviation security
in order to prevent enemy attacks on the seemingly vulnerable commercial aviation industry.

Shortly after September 11, 2001, the FAA authorized an increase in the number of Federal Air
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Marshals. As a result, over 200,000 prospective Federal Air Marshals submitted applications to
the FAA. A classified number of these applicants have been hired, trained, and deployed over
the past four and a half years.

In another effort to augment the security of commercial aviation, Congress enacted the
“Aviation and Transportation Security Act” (ATSA)® on November 19, 2001. Under ATSA, the
Federal Government assumed responsibility for aviation security. ATSA also transferred
management of aviation security, including the FAMS, from the FAA to the newly created
Transportation Security Administration (TSA) which, at that time, was part of the Department of
Transportation (DoT). TSA was subsequently transferred from DoT to the newly created
Department of Homeland Security (DHS) as a result of the “Homeland Security Act of 2002.””
FAMS continued to operate under the TSA until it was transferred in September 2003, by DHS
to the U.S. Immigration and Customs Enforcement (ICE) Agency, also part of DHS. In July of
2005, it was announced that FAMS would return to TSA.* The move became effective October

16, 2005.

COMMITTEE INVESTIGATION

FAMS is essential to securing commercial aviation and, therefore, homeland security.

Beginning in 2002, numerous press reports’ claimed that there were severe problems facing the

® See Public Law 107-71
" See Public Law 107-296

¥ DHS Press Release, “Homeland Security Secretary Michael Chertoff Announces Six-Point Agenda for
Department of Homeland Security,” July 13, 2005.

%See Blake Morrison, Air Marshal Program in Disarray, Insiders Say, USA Today, Aug. 16, 2002; Brock
N. Meeks, Air Marshals Program Hits Turbulence, MSNBC.Com, Oct. 24, 2003; Brock N. Meeks, Senior Federal
Marshals Demoted, MSNBC.Com, Oct. 24, 2003; Martin Edwin Andersen, Law Officer Association Attacks FAM



FAMS, including a poor retention rate for and lowered hiring standards by the Service, as well as
Federal Air Marshals falling asleep on the job, mishandling weapons, and having extremely low
morale. As a result of these reports, the Committee on the Judiciary (Committee), exercising its
oversight responsibility pursuant to Rule X(1)(7) of the Rules of the House of Representatives of

the 109™ Congress, initiated an inquiry into the operation of the FAMS.

May 13, 2004 FAMS Briefing to Committee Staff

As a first step in this inquiry, the Committee arranged a briefing between Committee staff
and FAMS Director Thomas D. Quinn on May 13, 2004. At the briefing, Director Quinn
outlined the stand-up of the FAMS, the initial and ongoing training Federal Air Marshals receive,
the FAMS’ Surveillance Detection System (SDS), the dress and grooming standards, boarding
procedures, the attrition rate, and he also addressed the question of low morale. Director Quinn
assured Committee staff that the problems at the FAMS were entirely exaggerated by the media
and that an overwhelming majority of the rank-and-file Federal Air Marshals are more than
satisfied with their working conditions and FAMS policies. Director Quinn went on to state that
it is only a vocal “two percent” of Federal Air Marshals who are complaining about policies and
procedures of the FAMS. Director Quinn described these Federal Air Marshals as “disgruntled
amateurs” who bring down the organization. He stated that aside from the small minority,
operations at the FAMS are a huge success and a majority of the Federal Air Marshals supported

polices such as the dress code, boarding procedures, and training schedule.

Service, Congressional Quarterly, Apr. 16, 2004; Larry Sandler, Security Putting Air Marshals at Risk, Milwaukee
Journal Sentinel, May 2, 2004; Larry Sandler, Air Marshals Warned Superiors — Then Complained to Congress,
Milwaukee Journal Sentinel, May 5, 2004.



Committee Staff Interviews of Rank-and-File Air Marshals

Following this briefing from Director Quinn, Committee staff began to independently
interview rank-and-file Federal Air Marshals from various FAMS field offices across the
country. Over 30 Federal Air Marshals from the Washington, Boston, Chicago, Atlanta, Los
Angeles, Las Vegas, Houston, and Dallas field offices were interviewed in person, via telephone,
or by email correspondence. Every Federal Air Marshal interviewed indicated that there are
ways in which the service needs improving. An overwhelming majority of the interviewed Air
Marshals stated that most concerns centered around threats created by the Service’s own policies
to preserving anonymity and safety. Most also indicated a reluctance to approach supervisors
with these concerns for fear of retaliation that included being given difficult scheduling
assignments and being required to wash FAMS vehicles and paint office walls. Many of those
interviewed said that they initially tried to voice their concerns to FAMS supervisors but were
told that there would be no changes. An overwhelming majority contended that their FAMS-
issued Personal Digital Assistants (PDA) were unable to perform a majority of their
administrative functions and at times could not communicate while in flight. Some Federal Air
Marshals complained that difficult scheduling assignments left little time to train physically and

felt this scenario left them at a disadvantage should they encounter a hostile situation.

Resulting September 28, 2004 Oversight Letter

As a result of these interviews, more press reports,'” a November 2003 Government

"Ricardo Alonso-Zaldivar, Easy to Spot Air Marshals Might Be Easy Targets, Los Angeles Times
Headlines, May 31, 2004; Staff Writer, Ridge Promises Kohl Changes to Air Marshal Procedure, Associated Press,
Jun. 9, 2004; Larry Sandler, Concerns at Mitchell Prompt Federal Probe of Air Marshal Secrecy, Milwaukee
Journal Sentinel, Jun. 9, 2004; Staff Writer, Too Many Sore Thumbs, Winston-Salem Journal, June 11, 2004; Staff



Accounting Office (GAO) report,' and an August 2004 Department of Homeland Security
Inspector General’s Report (the IG report) entitled Evaluation of the Federal Air Marshal
Service, the Committee sent a detailed oversight letter to Director Quinn on September 28, 2004

(see Appendix 1).

The letter, with a response deadline of October 15, 2004, posed questions relating to the
FAMS dress code, boarding procedures, Federal Air Marshal flight numbers and missions, and
alleged probing activities by potential terrorists, among others. The Committee was concerned
that FAMS policies were placing Federal Air Marshals in situations that could potentially
compromise the Federal Air Marshals’ identities and/or mission. The letter was also an attempt
to gain a general understanding about the state of the FAMS and to gain insight into the Service’s

mission and procedures, should any legislative remedies be necessary by this Committee.

FAMS October 20, 2004 Response Letter

Director Quinn responded to the Committee’s letter on October 20, 2004 (see Appendix
2). In the process of reviewing the FAMS responses to the Committee letter, questions were
raised concerning the accuracy of some of the statements made by the FAMS. Further

investigation confirmed that statements made in the response letter from Director Quinn were

Writer, Report: Security Procedures Continue to Expose Air Marshals, Associated Press, Jun. 22,2004; D.R.
Stewart, American Airlines Pilots Say Air Marshals Stand Out, Knight Ridder/Tribune Business News, Jun. 24,
2004; Staff Writer, Flight Attendants Say Marshals’ Dress Code Compromises Them, The Duluth News Tribune,
Jul. 1, 2004; Joe Sharkey, What Really Happened on Northwest Flight 327, The New York Times, July 20, 2004;
Audrey Hudson, Terrorists Are Testing Jets, Crews Say, The Washington Times, July 21, 2004; Brock N. Meeks,
Report Finds Air Marshal Standards Lacking, MSNBC.Com, Aug. 31, 2004.

"Government Accounting Office, Aviation Security: Federal Air Marshal Service is Addressing Challenges
of Its Expanded Mission and W orkforce, but Additional Actions Needed, November 2003.



indeed inaccurate.

Discrepancies Between FAMS Response Letter and Subsequent Evidence Discovered by
the Committee

In the letter from this Committee, Director Quinn was required to “provide a summary of
all complaints and requests for policy modification”'? relating to the FAMS dress code. In his
response, Director Quinn stated, “[1]f a modification to an existing policy were suggested, the
Special Agent in Charge would send the requested modification to headquarters for review. To

date, no such modification requests have been received from field offices.”"”

The Committee subsequently discovered an email from FAMS Atlanta Special Agent in
Charge (SAC) Ernest “Don” Strange, Jr. to Deputy Assistant Director John Novak sent on July

17,2003 (see Appendix 3), well over a year before the Committee inquiry.

The e-mail from Mr. Strange outlined the need for a more flexible and common sense
approach to the FAMS dress code. At a briefing on November 17, 2004 at which Deputy
Assistant Director Novak was present, Committee staff presented this document and asked why it
was omitted in the response to the original September 28, 2004 letter. Deputy Assistant Director
Novak claimed to never have seen the document in question. Five days later, on November 22,
2004, FAMS Congressional Affairs indicated, via e-mail, that the “e-mail to Novak on July 17,

2003.... was ‘food for thought.” It was a general philosophical type message covering several

12Question 1.E. in letter from Chairman Sensenbrenner and Ranking Minority Member Conyers to Federal
Air Marshal Director Thomas Quinn. September 28, 2004, page 2.

13Response to question 1.E. in letter from Director Quinn to Chairman Sensenbrenner and Ranking
Minority Member Conyers, October 20, 2004, page 3.



issues to include his thoughts on the policy directive covering the dress code. It was never
intended to be a formal request to consider modifying the dress code according to the SAC.”"*
Even if this characterization by FAMS Congressional Affairs is true, it is nonetheless the type of
information the Committee requested and, as such, should have been included in the response by

the FAMS.

If the e-mail from Mr. Strange was the only request for a policy modification relating to
the dress code, the Committee plausibly could accept the FAMS response as a mere oversight in
diligently attempting to answer the Committee’s questions to the fullest extent possible.
Subsequent investigation, however, uncovered numerous other requests or recommendations for
dress code policy modification. On September 3, 2002, Federal Air Marshal Richard Meares IV
from the Los Angeles field office wrote a letter to Director Quinn outlining his concerns about
the dress code (see Appendix 5). Additionally, Meares filed mission reports on or about August
9™, 14", and 29™ of 2002 that specifically recommended dress code changes (see Appendix 6).
On October 28, 2003, Federal Air Marshal Frank Terreri sent a letter to Director Quinn outlining
various concerns including the dress code (see Appendix 7). Terreri wrote to Director Quinn on
January 6, 2004, indicating that Terreri’s team leader had briefed him on Director Quinn’s failure
to address Terreri’s letter. Terreri’s team leader told him that Director Quinn would not be
responding to Terreri’s concerns (see Appendix 8). In addition to these documents the
Committee discovered numerous e-mails and reports from various Federal Air Marshals
regarding requests for policy modification or complaints about FAMS operating procedures (see

Appendix 9). The FAMS response to the Committee’s September 28, 2004 oversight letter

"Email from Tim Cahill to Jason Cervenak, Subj: Follow Up, November 22, 2004. (see Appendix 4).



failed to reference any of these communications.

In the same September 28, 2004 letter from the Committee, Director Quinn was asked to
“confirm or deny whether FAMS have garnered credible evidence on probing” (see Appendix 1).
Director Quinn responded that, “[t]he FAMS cannot substantiate that probing activities are
occurring. However, the lack of credible evidence to date is insufficient to definitively conclude
that no probing activity has occurred or will not occur in the future” (see Appendix 2).
Subsequently, however, the Committee discovered that on June 27, 2002, and again on August
29, 2002, the Federal Air Marshal Daily, produced by FAMS headquarters, || | |  JNEE
|
I s Appendix 10). The publication is distributed to all Federal Air
Marshals to ensure that all Federal Air Marshals have the information they need to effectively
secure air transportation. The June 27, 2002 and August 29, 2002 Federal Air Marshal Daily
publications were omitted from the FAMS response to the Committee’s question on the topic
about which these editions contain information. FAMS knew, or should have known, that these
publications and the information upon which they are based are the type of information the
Committee was seeking when asking this question, and by omitting the June 27, 2002 and
August 29, 2002 editions of the Federal Air Marshal Daily, FAMS violated the spirit of

cooperative Congressional oversight.

Committee Findings

The Committee is unclear why the response letter did not take these communications into

account, but the Committee is concerned that the FAMS either should have an internal



procedure to ensure that these types of matters are referred to headquarters for review or should
have a better mechanism of tracking these items. Moreover, FAMS, in their effort to answer the
Committee’s letter, had a responsibility to identify receipt by the Service of this type of
information. Without procedures to bring these recommendations to headquarters, management
is in no position to fully understand the problems that may be facing their organization. It is
unacceptable for FAMS management to be oblivious to the problems facing their organization,
either because there is no established system for managing requests for policy modifications or

because there is a deliberate effort to ignore such requests.

FAMS POLICIES AND PROCEDURES

Federal Air Marshals are the last line of defense against those who wish to do harm to our
nation’s commercial aviation industry. The FAMS’ strategy to operate anonymously is key to
this defense. As such, Federal Air Marshals must be given all opportunities available to remain
anonymous. Any policy or procedure that potentially compromises the identity of a Federal Air
Marshal is a policy or procedure that compromises commercial aviation and national security.
The Committee is concerned that FAMS management may not have taken the opportunity to
review all policies and procedures that potentially compromise Federal Air Marshals’ anonymity
and has remained opposed to considering input from rank-and-file Federal Air Marshals

regarding these issues.

According to the Department of Homeland Security’s August 2004 Office of Inspector

General Report, “[a]Jrmed air marshals blend in with ordinary passengers to cover high-risk



domestic and international flights on U.S. air carriers.”” Section 4016 of Public Law 108-458,
the “Intelligence Reform and Terrorism Prevention Act of 2004,” specifically directs the FAMS
Director to, “continue operational initiatives to protect the anonymity of Federal air marshals.”
The language in this section is clear and unambiguous and it is incumbent upon the FAMS
Director to implement policies and procedures consistent with the language without delay.

As a relatively new agency, and one that has expanded quite rapidly over the past four
years, most upper level policy makers at FAMS have little to no direct aviation security
experience. In fact, many in FAMS headquarters have never actually served as a Federal Air
Marshal, which is understandable given the rapid build up of the FAMS. FAMS management,
however, should be receptive to input from rank-and-file Federal Air Marshals who fly on a daily
basis and can make recommendations based upon their actual experience and practical
knowledge.

Security Checkpoint and Boarding

Check-in, security checkpoint, boarding, and pre-flight procedures for Federal Air
Marshals are articulated in the FAMS internal operating procedure FLT 6002, Check-1In,
Boarding, and Pre-Flight Briefing Policy and Procedure - Domestic Mission Deployments.
Because this document is considered Sensitive Security Information (SSI), the Committee will
not fully disclose its contents. However, after examining this document and speaking with
Federal Air Marshals, the Committee feels that any procedure that could potentially compromise
the anonymity of a Federal Air Marshal is a risk to national security.

In fact, a May 2, 2004 article in the Milwaukee Journal Sentinel pointed out the glaring

15 01G-04-32



shortcomings of the FAMS boarding procedures.'® The author of the article was able to outline
the FAMS boarding procedures by simply watching the entrance gate for a brief amount of time.
According to the article, a “reporter was able to see the apparent security shortcomings in less
than two hours at the airport.”"” The article also drew the conclusion shared by the Committee
that, “[a] terrorist, presumably, could have done the same.”"® In Director Quinn’s response letter
to this Committee, he pointed out that the FAMS was able to successfully eliminate the TSA
requirement that Federal Air Marshals entering the sterile area of an airport be required to sign a
law enforcement log book and be approved entry by an airport law enforcement officer. The
letter also stated that the FAMS were in the process of working with TSA to “to create airport-
specific solutions for discreet movement of FAMs through sterile areas.”” The Committee
applauds Director Quinn for initiating these important common sense steps, but believes that too

little progress has been made in implementing discreet entry points for Federal Air Marshals.

Recent interviews with Federal Air Marshals indicate ||| G

I 1 has been more than a year since Director Quinn assured this Committee that the FAMS
were in the process of enabling Federal Air Marshals to traverse all airports discreetly. More

needs to be done, and it needs to be done immediately.

16 Larry Sandler, Security Putting Air Marshals at Risk, Milwaukee Journal Sentinel, May 2, 2004.

7 14.

18 14.

19 Response to question 2.A. in letter from Director Quinn to Chairman Sensenbrenner and Ranking
Minority Member Conyers, October 20, 2004, page 4.



It is the Committee’s understanding that procedures for entering the sterile areas of an
airport fall under the jurisdiction of a local Federal Security Director (FSD) and airport police,
and are enforced by TSA. FAMS management should immediately enter into a dialogue with all
FSDs at airports in which Federal Air Marshals operate to ensure that there are uniform and
discrete procedures. These discussions should establish procedures in which Federal Air
Marshals are not in the visible vicinity of the flying public at every airport in which Federal Air
Marshals traverse. Now that the FAMS have returned to the TSA, the Assistant Secretary for
Transportation Security can work cooperatively with the FAMS Director to move this process

along quickly.
Grooming and Dress Standards.

FAMS dress standards were first issued in May of 2002 (FLT 6002, Standards of Dress)
and subsequently designated SSI in December of 2002 and renamed ADM 3702, Standards of
Dress. FAMS grooming standards were first issued in August of 2002 as ADM 3701, Grooming
and Appearance Standards, and subsequently designated SSI in December of 2002. The only

discernable difference between the two sets of policies is the SSI designation.

According to Director Quinn, the policy “enables FAMs to perform their duties without
drawing undue attention to themselves.” > In practice, however, many Federal Air Marshals
indicate that the dress code actually draws more attention to the identity of Federal Air Marshals
because of its rigid requirements that prevent Federal Air Marshals from actually blending in
with their surroundings. Director Quinn claims that the “policy also gives field management the

latitude to make exceptions to the policy in certain circumstances.” One such scenario often

20Response to question 1.A. in letter from Director Quinn to Chairman Sensenbrenner and Ranking
Minority Member Conyers, October 20, 2004, page 1.



pointed to is || | | . |\ umcrous Federal Air Marshals,
however, state that ||| ||| | | S ust be the only exception, because at all other |l

B dicss code is in effect.

The Washington Times reported in December of 2004 that Director Quinn was personally
agitated when he visited Ronald Reagan Washington National Airport on Thanksgiving Day,
2004 because only one Federal Air Marshal was wearing the required jacket.”’ The Committee
questions the importance of wearing a suit jacket on Thanksgiving Day as an effective strategy
for ensuring Federal Air Marshals blend in with fellow passengers. A suit jacket on a day when
few, if any, business travelers are flying would more than likely cause the Federal Air Marshals
to stand out. Director Quinn acted to follow up this incident by assigning supervisors to airports
to perform dress inspections of Federal Air Marshals as they enter or leave an airplane. The
Committee is concemned that this effort may not use the finite FAMS’ resources in the most

efficient manner possible.

The requirement that Federal Air Marshals wear a jacket or suit on every flight simply
does not advance a goal of having Federal Air Marshals blend in with the traveling public in all
circumstances. For example, Federal Air Marshals dressed in suit jackets are not likely to blend
in with travelers flying to a vacation or tourist destination on a low cost air carrier on a weekend.
A suit or jacket, however, does make sense on a weekday flight between two commercial hubs
where many business travelers are likely to make up the majority of travelers on these flights. A
dress code, if any, should represent and mirror the fluidity of air travel. Federal Air Marshals fly

these routes on a daily basis and must certainly be aware of what is and is not appropriate attire

21Audrey Hudson, Dress Code Wearing Thin on Air Marshals, The Washington Times, December 8, 2004.



for any given flight.

On August 12, 2005, The Washington Post reported that the FAMS dress code “has been
modified.”* While the article does not address the specifics of the dress code, the Committee is
looking forward to seeing the modification and hopes it mirrors a common sense approach. The
Washington Post article bases its sources on a statement from a Department of Homeland
Security representative and excerpts from the Federal Law Enforcement Officers Association’s
(FLEOA) magazine.” In addition to being concerned about the efficacy of the a dress code that
in and of itself reveals the presence of a Federal Air Marshal, the Committee also is concerned
that both DHS and FLEOA commented publicly on law enforcement sensitive information that
could provide additional verification about the identity of a Federal Air Marshal. By releasing
such information, FLEOA has done a disservice to its Federal Air Marshal members as well as
the general public. It would be entirely appropriate for DHS to investigate whether such release

of information constituted an unauthorized release of SSI.
Hotel Policy

FAMS policy requires Federal Air Marshals to stay at designated hotels and to show their
credentials to desk clerks, as governed by FLD 7330, Designated Hotels During TDY Mission
Deployment. FAMS management justifies quartering Federal Air Marshals at designated hotels
as a means by which management can more efficiently communicate with and assemble Federal
Air Marshals in the event of an emergency. The policy requires Federal Air Marshals to identify

themselves to hotel clerks upon check-in. The Committee does not find fault with the FAMS’

2 Stephen Barr, Association Representing Air Marshals Applauds Dress Code Modifications, The
Washington Post, August 12, 2005.

» See Appendix 10



desire to be able to quickly communicate with and locate Federal Air Marshals in the event of an
emergency. However, this goal is not dependent upon Federal Air Marshals being required to
identify themselves as Federal Air Marshals upon check-in. Moreover, requiring Federal Air
Marshals to verify their identity to hotel personnel constitutes a great breach in the FAMS goal of
maintaining anonymity for the Federal Air Marshals. Because having Federal Air Marshals
identifying themselves to hotel personnel is not necessary for management to communicate with
and assemble Federal Air Marshals, the Committee is concerned that requiring Federal Air
Marshals to identify themselves upon check-in unnecessarily jeopardizes their identity and,

subsequently, national security.

In addition to jeopardizing the anonymity of Federal Air Marshals - and consequently the
safety of the flying public - the Committee is concerned that the FAMS hotel policies could put
hotel patrons at risk. First, incidental hotel guests could observe Federal Air Marshals
identifying themselves. Second, the policy has the effect of enabling hotels themselves to expose
the presence of Federal Air Marshals as hotel guests. For example, the Sheraton Fort Lauderdale
Airport initiated, and FAMS management did not prevent, a public declaration that the Federal
Air Marshal Service was designated as a “company of the month” for reserving a substantial
number of rooms for the Federal Air Marshals (see Appendix 12). This public designation
essentially advertises for any terrorist wishing to attack a location populated by a concentration of
Federal Air Marshals that such a target is the Sheraton Fort Lauderdale Airport. The Committee

questions the judgment used in making and permitting this designation.

In the October 20, 2004 response letter to this Committee, Director Quinn responded to
questions by the Committee about the effect of requiring Federal Air Marshals to reveal their

identity as Federal Air Marshals by indicating a new and more discreet identification card would



be forthcoming within 180 days. | GcGNTNNEEEEEEEEEEEEE
N Dircctor Quinn, in the
same letter, also stated that FAMS is attempting to implement a program where all hotel
bookings would be handled by [ G (is
process has taken longer than expected to implement. On August 11, 2005, nearly ten months
after the Committee was informed a change would be forthcoming, this Committee was notified
by FAMS Congressional Affairs that a pilot program of selecting and booking Federal Air

Marshal hotel accommodations will be instituted at ||| | G

Bl According to FAMS Congressional Affairs, “the program will:

1. Enable the recall of FAMs for Emergencies: The Mission Operations Center (MOC) will be
able to quickly locate and notify all FAMs in the vicinity of emergencies or national incidents
that require the availability of additional "mission-ready" FAMs. Such knowledge will also be
invaluable in confirming the FAMs' safety during crisis incidents and reducing the confusion of
multiple cellular telephone calls during emergencies.

2. Provide for Discrete Check-in:

3. Alleviate FAMs of Burdensome Paperwork:

4. Ensure Quality of Hotel Amenities and Room Availability: Hotels will be chosen based on
specific criteria through field office input such | GTGNGNEEEEEEEEEEEEE
N This
initiative will also ensure the availability of hotel accommodations, even during room shortages
attributed to conventions, tourist travel, etc.”




The Committee is supportive of initiatives that protect the anonymity of Federal Air

Marshals. The above policy appears to respond to concerns expressed by the Committee and by

rank-and-file Federal Air Marshals by ensuring || | || GGG
I (hc Committee is concerned, however, about the large
bureaucratic workforce ||| |  ||lllIEGEGNEEEEEEEEEEEEEEEEEEEEEEEEEEEEE. 1 Committee
requests that the FAMS provide this Committee with the number of full time employees ||l
Y 25 well as
any other associated costs. This response also should indicate whether or not these positions
require security clearances but the Committee cautions that if the positions do not require
security clearances, the Committee will continue to be concerned that security lapses could arise

under this practice just as they do under the current procedure.
Free Speech and Disciplinary Issues

FAMS employees’ interactions with the media are governed by ADM 3700, Employee
Responsibilities and Conduct, Sections 17 and 18. Specifically, Section 17 prohibits Federal Air
Marshals from using “speech, writing, or other expression to criticize or ridicule FAMS ...
policy or other employees|[;]” from creating or participating in “unofficial Internet websites
concerning the FAMS[;]” and from making “any public statements concerning the FAMS”
including addresses to public gatherings, appearances on radio or television, preparation of
articles for publication, and correspondence with any newspaper or periodical. Finally, and more
generally, under the directive, Federal Air Marshals may not “release or divulge investigative

information or any other matters pertaining to the FAMS.”

FAMS management contends that ADM 3700 is necessary to “efficiently and effectively



safeguard civil aviation security and maintain a high level of public confidence in the country’s

24 'While the Committee shares these concerns, the Committee is unclear

civil aviation system.
whether ADM 3700 is the least intrusive means to safeguard air security and maintain confidence
in the Nation’s air transportation system. When individuals’ free speech is restricted by the
Government, it is incumbent that the Governmental restrictions be consistent with the
Constitution. While the Committee supports efforts to safeguard classified national security
information, the Committee is concerned that this directive is applied in a much broader manner
than is constitutionally permissible or necessary for national security. Two federal lawsuits
challenging the constitutionality of ADM 3700 were filed in 2005. In settling one of the
lawsuits, the government agreed to amend ADM 3700 as well as notify Federal Air Marshals that
they are not prohibited from publicly criticizing the agency, so long as they do not disclose
inappropriate information about the highly secretive airline security operation.” Aside from the
Committee’s substantive concerns about the policy, the Committee also is concerned that FAMS
management continued to open up DHS and the Government to unnecessary liability by
enforcing ADM 3700 in a manner that is inconsistent with established protections of free speech.
The Committee also finds troubling allegations that FAMS management uses ADM 3700
as a retaliatory mechanism against those who vocalize legitimate concerns about FAMS policies.

In October of 2004, it was widely reported that FAMS management removed Federal Air

Marshal Terreri from flight duty because of an email sent to colleagues from his personal

24Response to question 4.B. in letter from Director Quinn to Chairman Sensenbrenner and Ranking
Minority Member Conyers, October 20, 2004, page 10.

2 See Air Marshal claims victory in lawsuit deal, UPI, April 18, 2006.



computer.”® Terreri was accused of “threatening” a fellow Federal Air Marshal, known as
“Becky,” who was interviewed as part of a People magazine article on October 18, 2004. Terreri
was critical of “Becky’s” participation in the article, claiming that her disclosures about weapon
type, training, and tactics jeopardized the anonymity and mission of the FAMS. Terreri also
called “Becky” a “sellout.” The Committee does not necessarily disagree with the FAMS’
initiation of an investigation to determine if Terreri’s comments were indeed creating a hostile
work environment. What is troubling to the Committee, however, is Terreri’s removal from
flight status because, as the Committee understands, it is extremely unusual to remove someone
from active duty during an investigation of an allegation that a Federal Air Marshal has violated a
policy in a manner that does not threaten national security. In fact, the Committee is aware that
Terreri was not the only Federal Air Marshal being investigated in this matter, yet he was the
only one removed from flight status. It is this type of disparate disciplinary action that appears to

be retaliatory, especially considering Terreri’s written requests to effect policy changes at FAMS

headquarters.

Additionally, Terreri was removed from flight status in October of 2004 but not permitted
to return to normal duties until April 22, 2005, even though he had been cleared of all
accusations by ICE Office of Professional Responsibility (OPR) on March 9, 2005 (see Appendix
13). The Committee is concerned by the delay in time between when OPR made its finding and

when Terreri was permitted to return to active duty.

Moreover, as part of the rationale for finding no evidence of wrongdoing on the part of

Terreri, OPR found that the ICE Office of the Principal Legal Advisor (OPLA) concluded that

2% Eileen Sullivan and Tim Kaufman, ICE Ethics Office Investigates Suspension of Air Marshal, Federal
Times, October 25, 2004.



ADM 3700 is unenforceable as written because it was found to be overinclusive and excessively

restrictive of protected speech.

The disparate disciplinary action experienced by Terreri does not appear to be an isolated
incident. Atlanta Special Agent in Charge Strange was removed from his duties as Atlanta SAC
for allegations of non-criminal misconduct in March of 2005. This action took place only a short
time after Strange began communicating with this Committee. Further, just prior to being
removed, Strange had just received an “above average” performance rating (See Appendix 14).
The Committee is also aware of at least one other SAC who is under investigation for arguably
more egregious misconduct, yet was not removed from his position during the OPR
investigation. The Committee believes that FAMS management should immediately implement
a standard procedure for placing employees on administrative leave. In fact, the DHS Inspector
General’s Office recommended in August of 2004 that “the Assistant Secretary of U.S.
Immigration and Customs Enforcement establish a policy addressing the FAMS’ use of
administrative leave.”” The Committee is concerned that this recommendation has yet to be

implemented.
Media Interaction

The Committee is concerned by FAMS management’s overeagerness to disclose sensitive
security information to national media outlets. On at least three occasions FAMS management
has participated in televised news segments that reveal tactics, positioning, attire, and other

sensitive information about the FAMS.

On November 5, 2003, WSVN, a FOX television affiliate in Miami/Ft. Lauderdale, aired

27Department of Homeland Security, Office of the Inspector General, Evaluation of the Federal Air
Marshal Office, O1G-04-32, August 2004, p. 21.



a segment about the Federal Air Marshal Service.®® The segment included information about
where Federal Air Marshals are seated on an airplane, how they react to hostile situations, the
fact that there are multiple Federal Air Marshals on flights, and out of which airports FAMS
operate in the Miami area. Again, on February 5™ and 6™, 2004, representatives of FAMS
participated in a televised story on the NBC Nightly News. This program essentially walked the
viewer through all of the steps and tactics Federal Air Marshals utilize when flying a mission.
For example, it disclosed the number of Federal Air Marshals who fly a mission, check-in and
boarding procedures for the Federal Air Marshals, a Marshal’s practice of interaction with the
airline crew, their seating configuration, the specifications of the service weapon used by Federal
Air Marshals, and the requirements for their attire. Finally, on February 17, 2005, CNN provided
the world with a report about the Federal Air Marshal Service entitled “A Day in the Life of An
Air Marshal”. This segment was similar to the NBC story and revealed detailed information
about FAMS tactics and procedures as well. While these media appearances may have been
informative to the average viewer, the segments individually and collectively could potentially be
used by those who wish to do harm to our aviation industry as they provide vital information
about what to look for and what tactics the Federal Air Marshals on any given flight will utilize.
In fact, the Federal Bureau of Investigation sent the FAMS a communication that an Al Qaida
terrorist in custody was able to devise a plan of attack based upon information seen on a
television news report.” While it is true that FAMS has a responsibility to bolster confidence in
the aviation industry, it should not be done at the expense of Federal Air Marshal and passenger

safety. The Committee believes that FAMS management should adhere to the same guidelines

28ht'[p://www.stn.c0m/features/articles/specialreport/C 106/

2()Stephen Losey, FBI to air marshals: Your cover is blown, Federal Times, April 4, 2006.



imposed upon their employees and refrain from divulging potentially compromising information

about the mission of the Federal Air Marshals.

1)

2))

FINDINGS AND RECOMMENDATIONS

Finding: Factual inaccuracies exist in the response letter from FAMS Director Quinn to

the initial September 28, 2004 letter from this Committee.

Recommendation: FAMS should immediately reexamine the answers provided in the
October 15, 2004 response letter and submit an addendum to the original response no
later than 30 days after this report is issued to ensure no inaccuracies are present. In
conducting this task, FAMS should obtain all information from any necessary source so
the addendum fully and accurately respond to the Committee. This update should also
include changes to policies that impact FAMS and the rationale behind each change,

including those changes made as a result of section 4016 of P.L. 108-458.

Finding: The check in and boarding procedures currently employed by FAMS are

unacceptable to ensuring the anonymity of Federal Air Marshals.

Recommendation: FAMS management should expeditiously enter into a dialogue with
Federal Security Directors, TSA, and other relevant entities to ensure that anonymous
check-in and boarding procedures are available in each and every airport that Federal Air

Marshals traverse.



3)

4))

5.)

Finding: Any standard of dress or grooming that does not take into account the true
nature of dress by the flying public on a given flight unnecessarily places Federal Air
Marshals in jeopardy by potentially compromising the anonymity of the Federal Air

Marshals.

Recommendation: FAMS should employ a dress code that reasonably reflects the nature
of modern air travel and does not place Federal Air Marshals in harm’s way or risk their

unnecessary identification.

Finding: Requiring Federal Air Marshals to identify themselves as such to hotel

employees is an unnecessary breach of security and anonymity.

Recommendation: The FAMS should immediately implement a process by which
Federal Air Marshals can access appropriate hotel accommodations without disclosing
their identity or affiliation and the FAMS can reach all Federal Air Marshals in a timely

fashion.

Finding: Restrictions on Federal Air Marshals’ speech should only be as stringent as
needed to ensure that no sensitive or classified information is released but should also

protect Federal Air Marshals’ First Amendment rights.

Recommendation: FAMS’ Restrictions on Federal Air Marshals’ speech should be

rewritten to adequately protect First Amendment rights and reflect the written advice of



6.)

7.)

1.)

ICE OPLA.

Finding: FAMS has shared tactics, methods, and procedures, many of which should be

considered sensitive, with local and national media outlets.

Recommendation: FAMS should exercise better judgement when dealing with the media
to ensure that no sensitive information is revealed. Furthermore, FAMS should not
divulge any information that has the potential to enable a person to identify a Federal Air

Marshal.

Finding: Disciplinary procedures at FAMS can be called disparate and, on their surface,

can be characterized as unfair and even retaliatory.

Recommendation: FAMS should employ disciplinary procedures that are standardized
for any given infraction. Investigations and punishments should be handled by a neutral

party, such as the ICE Office of Professional Responsibility.

COMMITTEE REQUESTS
The Committee requests a delineation of the conclusion of all OPR investigations that
resulted in a finding of unsubstantiated or unfounded claims, including when and by
whom employees were notified of the disposition of the claims against them, the dates of

OPR’s conclusions, and the dates on which these exonerated employees returned to active



duty.

2)) The Committee requests an explanation by FAMS management as to why it continues to
enforce ADM 3700 that its own Office of Professional Legal Advisor has found

unenforceable for lack of constitutional permissibility.

3.) The Committee requests a list of all media activities FAMS management has sanctioned,

authored and/or participated in since 2002.

CONCLUSION
Certainly the FAMS has come a long way since 9/11, but, as this report demonstrates,
there are necessary steps to be taken to make the Service the elite law enforcement agency it
should be. DHS, TSA, and FAMS management should address the obvious shortcomings in
order to make FAMS a better agency. Ensuring the anonymity of Federal Air Marshals should be
a top priority of the organization. Steps should begin immediately to ensure that policy

initiatives are rapidly implemented to achieve this goal.



Sensitive Security Information

Transportation Security Administration
Response to House Committee on the Judiciary Dratt Report
“fn Plarne Sieht: Lack of Anonymity At The Federal Air Marshal Service Compromises
Aviation and National Security”

Introduction

The Federal Air Marshal Service (FAMS) 1s an important and effective part of the
Transportation Security Administration’s (TSA) mission to secure America’s
transportation system. Since returning to TSA in October 20035, the FAMS has integrated
into the Office of Law Enforcement and the rest of TS A operations, and the resulting
synergies have significanily bolstered the level of security in aviation operations.

TSA is very proud of the work of the FAMS and Federal Air Marshals (FAMs), who
provide a fast, nimble, elite law enforcement capability that can detect. deter and defeat
hostile acts.

TSA recognizes the Commutlee's concerns and shares the policy objectives regarding the
issues raised in its drafl report. TSA and OLE-FAMS will continue to remedy any
outstanding 1ssues. TSA would also note that the report references numerous FAMS
policies that are no longer applicable. Examples which will be discussed in detail in the
Findings and Recommendations section include:

¢ FAM Boarding: Changes have already been instituted (7-25-03)
¢  Dress Code & Grooming: Changes have already been instituted (4-28-03)

¢ Lodging Policy: Changes have already been instituted (8-17-04); improvement
project ongoing

¢ Employee Standards of Conduct: Changes have already been instituted { August
26, 2005).

These policies were recently provided to the Committee. TSA and OLE-FAMS
continually re-assesses its policies in order to ensure that procedures and practices keep
pace with the evolution of the orgamization. Specific mstances of this re-assessment,
including ongoing projects and proposals, are cited in the body of its response. Since the
Committee conducted their investigation of the FAMS, several significant changes have

1
SEMNSITIVE SECURITY INFORMATION

HARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49
C.FR PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A "NEED
TO KMNOW." AS DEFINED IN 49 C.F.R. PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR
0S8, GOVERNMENT AGENCIES, FUBLIC DISCLOSURE IS GOVERNED BY 5 U.5.C. 552 AND 49 C.F.E. PARTS 15
AND 15240,



Sensitive Security Information

occurred. including the transfer of FAMS to TSA as well as a change in leadership at
FAMS TSA looks forward to working with the Committee and Congress to achieve our
shared objectives.

Current Initiatives

Since the integration of the FAMS into TS A, the new Office of Law Enforcement-
Federal Air Marshal Service (OLE-FAMS) management has initiated significant outreach
to all levels of the organization, is listening to feedback and suggestions, and is
implementing appropriate changes which will result in an established, stable
organization. Emplovees at all levels have been invited to participate in 13 working
groups, which address topics such as Workforce Satisfaction, Recruitment and Retention;
Quality of Life, Scheduling and Transfers; Process Management; Operational
Management; and, Communications. Additionally, a series of 12 Listening Sessions is
being hosted by the Assistant Administrator and Deputy to offer an opportunity for
eroups of eight representatives from each of the four major position categories within
OLE-FAMS to present their issues and concerns. On a weekly basis, Assistant
Administrator for OLE-FAMS Dana Brown meets in an informal setting with FAMs
selected at random and transiting through the Washington area.

OLE-FAMS is implementing a management process which is understandable and
responsive Lo its workforce. For example, OLE-FAMS mamtains an e-mail box for
employees to provide specific feedback for consideration by the working groups and
OLE-FAMS will soon have an anonymous internet box where employees can submit
concerns. Website access and broadcast message updates are regularly provided to
inform emplovees of their professional investment in this process. TS A and OLE-FAMS
leadership review and consider all feedback and, in many cases, constructive change is
implemented. We would be pleased to provide the Committee with a briefing on interim
findings and final results of the review upon completion of this process.

TSA has provided FAMs with next generation Personal Digital Assistants (PDAs), which
provide voice and data transmission capabilities across a wireless network. The
Committee report states that some FAMs have reported technological problems with the
PDAs. TSA believes these incidents were resolved by provision of the next generation
PDAs . The Federal Aviation Administration (FAA) has certified this device for use
aboard aircraft in all phases of flight. The PDA will also function as the principal device
for air-to-ground communications for
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TSA also supports the Committee’s position that unauthorized disclosures of SSI cannot

be tolerated and warrants further inquiry.
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FINDINGS AND RECOMMENDATIONS

1. Finding: Factual inaccuracies exist in the response letter from FAMS Director Quinn
to the initial September 28, 2004 letter from this Committee.

Recommendation: FAMS should immediately re-examine the answers provided in
the October 15, 2004 response letter and submit an addendum to the original response
no later than 30 days after this report is 1ssued to ensure no inaccuracies are present.
In conducting this task. FAMS should obtain all information from any necessary
source 50 the addendum fully and accurately responds to the Committee. This update
should also include changes to policies that impact FAMS and the rationale behind
each change, including those changes made as a result of section 4016 of P.L.. 108-
458,

TSA Response:

s OLE-FAMS 15 currently reviewing all answers provided in the October 15, 2004,
response letter and will submit an addendum to the origmal response in the next
30 days to the Committee. The update will respond to changes i policies that
impact the FAMS and the reason for each change.

2. Finding: The check-in and boarding procedures currently emploved by FAMS are
unacceptable to ensuring the anonymity of Federal Air Marshals.

Recommendation: FAMS management should expeditiously enter into a dialogue
with Federal Security Directors (FSDs), TSA, and other relevant enlities to ensure
that anonymous check-in and boarding procedures are available in each and every
airport that Federal Air Marshals traverse.

TSA Response:

e OLE-FAMS instituted a change in airport check-in procedures on July 25, 2005,

»  FAMs are not required to board together as a unit.

4
SEMNSITIVE SECURITY INFORMATION

HARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49
C.FR PARTS 15 AND 1520, NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A "NEED
TO KMNOW." AS DEFINED IN 49 C.F.R. PARTS 15 AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE
ADMINISTRATOR OF THE TRANSPORTATION SECURITY ADMINISTRATION OR THE SECRETARY OF
TRANSPORTATION, UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR OTHER ACTION. FOR
0S8, GOVERNMENT AGENCIES, FUBLIC DISCLOSURE IS GOVERNED BY 5 U.5.C. 552 AND 49 C.F.E. PARTS 15
AND 15240,



Sensitive Security Information

+ Notwithstanding these changes. OLE-FAMS is constantly re-examining boarding
processes.

o OLE-FAMS continues to consult with industry associations and TS A
components and personnel, specifically the FSDs, to identify improvements
and establish specific boarding protocols at particular airports.

o OLE-FAMS has conducted pilot projects to determine whether FAMs may
board in different ways. For example, a current pilot project allows FAMs to
nd initiatives such as the development of federal law
enforcement biometric [D cards are ongoing. Because TSA is required to
comply with S5 restrictions, these developments have not been made
available to the public.

o Federal regulation 49 CFR § 1544.223 requires each FAM to identify himself or
hersell to the arcrafl operator by presenting a pictured credential and badge. The
term “amrcrafl operator” means emplovees of the air camrier, including gate/ticket
agents, crew and pilots-in-command.

* The current boarding procedure facilitates law enforcement coordination by
having the crew, armed pilots or Federal Flight Deck Officers (FFDOs), and other

law enforcen

] 0

s The physical layout of particular airports and the limuted availability of amrport
personnel or air carrier emplovees to provide FAMs access to the aircraft can
impede easy boarding access. Although FAMS supervisors are often on site to
assist FAMs, there are not sufficient personnel to ensure every FAM will be
assisted. A practice that works well in one airport may not be available in
another.

e When notified of FAM boarding difficulties, OLE-FAMS has responded by
acting as airport liaisons to help resolve issues on the spot.

s  Where the actions of airline gate agents or other airport or airline personnel have
impeded operations, TSA and OLE-FAMS have taken legal action against
offenders, including the imposition of monetary fines. The number of these
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complaints has declined over the years and represents a very small fraction of the
flights where F AMs deploy.

s  OLE-FAMS recognizes that the integrity of operations during boarding is vital;
the FAMS is continually reassessing its standards to make additional
improvements.

3. Finding: Any standard of dress or grooming that does not take into account the true
nature of dress by the flving public on a given flight unnecessarily places Federal Air

Marshals in jeopardy by potentially compromising the anonymity of the Federal Air
Marshals.

Recommendation: FAMS should employ a dress code that reasonably reflects the
nature of modern air travel and does not place Federal Air Marshals in harm’s way or
risk their unnecessary identification.

TSA Response:

s  OLE-FAMS instituted a change in this procedure on April 28, 2005. Current
policies address the Committee’s concerns that the dress code “represent and
mirror the fluidity of air travel.” FAMs may elect to wear appropriate clothing,
ranging from suit and tie to casual attire, while on mission.

e Under current standards, variety 1s allowed for seasons and destinations. Current
policy allows FAMs to groom and dress in a manner that blends in with
passengers, does not interfere with mission requirements, and 1s appropriate for
their seating locations.

*  When the original policies were drafted, industry expectations of appropriate
dress were taken into consideration for the issuance of more stringent dress
standards, as were tactical concerns that the FAMs appear credible if deployed
during a law enforcement incident.

+ OLE-FAMS has established a working group to continue to monitor and
recommend adjustments as necessary to the dress code, boarding procedures and
assoclated FAM issues.
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4. Finding: Requiring Federal Air Marshals to identify themselves as such to hotel
employees is an unnecessary breach of security and anonymity.

Recommendation: The FAMS should immediately implement a process by which
Federal Air Marshals can access appropriate hotel accommodations without

disclosing their identity or affiliation and the FAMS can reach all Federal Air
Marshals in a timely fashion.

+ TSA response:

s  OLE-FAMS mstituted a change mn this procedure on August 17, 2004,

s The hotel policy requires FAMs to stay at designated hotels. However, FAMs
may select lodging from a number of hotels in the area. FAMs are not required to
stay in a particular hotel during mission travel.

¢ Lodeine options are based on factors includin

+« DBefore this change was implemented, FAMs were responsible for locating hotels,
in different cities, on their own

+ A mechanism is now in place to receive feedback from FAMSs regarding particular
hotels. Based on FAMs™ input. changes have been made to the hist of lodgings.

For the past six months, OLE-FAMS has been designing
reservation hotel plan. This will result in a transparent lod

o This project will fully comply with § 4016 of the Intelligence Reform and
Terrorism Prevention Act of 2004. Estimates indicate that the program should
be cost neutral.

s  The reference to the Ft. Lauderdale hotel incident was not publicly known until
revealed to the media in a press release by an individual FAM.
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o Immigrations and Customs Enforcement’s Office of Professional
Responsibility (ICE-OPR) investigated this incident. The “company of the
month™ was not publicly posted by the hotel or available on publicly
accessible websites, It was included in an e-mail sent only to FAMs who
were benefits rewards members of Sheraton, had volunteerad their e-mail
addresses to Sheraton, and had previously stayed at the hotel.  When this
practice was discovered by FAMS management, we asked the local Sheraton
hotel to discontinue it, which they did.

5. Finding: Restrictions on Federal Air Marshals® speech should only be as stringent as
needed to ensure that no sensitive or ¢lassified information 1s released but should also
protect Federal Air Marshals® First Amendment rights.

Hecommendation: FAMS® Restrictions on Federal Air Marshals™ speech should be
rewritten to adequately protect First Amendment rights and reflect the written advice
of ICE OPLA.

¢ TSA Response:

s OLE-FAMS mstituted a change m this procedure on August 26, 2005, [Office of
Mission Support (OMS) 3700].

o The “free speech” policy concerning employee conduct was amended to permit
free expression, provided FAMs comply with laws, regulations and policies
safeguarding the release of official information such as 881

s The policy referenced by the Committee (ADM 3700) was rescinded and will not
be reinstated. OLE-FAMS addressed this issue in an April 18, 2006 broadcast
message. which can be found in Appendix 1. The straightforward message
communicates the change in the policy and expectations of employees.

¢ The draft report also cites two lawsuits filed against DHS in 2005, The first suit
was mutually resolved, with the above-referenced broadcast 1ssued as a term of
seftlement. The second suit was dismissed by the Federal District Court for the
District of Columbia on May 15, 2006 on grounds that the suit was moot, in part
because of the implementation of OMS 3700.
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6. Finding: FAMS has shared tactics, methods, and procedures, many of which should
be considered sensitive, with local and national media outlets.

Recommendation: FAMS should exercise better judgment when dealing with the
media to ensure that no sensitive information is revealed. Furthermore. FAMS should
not divulge any information that has the potential to enable a person to identify a
Federal Air Marshal.

TSA Response:

e The FAMS has cooperated with the news media on DHS approved stories
intended to bolster the general public’s confidence in air travel and to exhibit a
capability to detect, deter, and defeat hostile acts.

s Inevery case, the content of the news stories was reviewed by the FAMS and
DHS to ensure that 881 and other law enforcement sensitive information was not
disclosed and that no FAMs identity was revealed.

e OLE-FAMS understands concerns regarding this issue, and appreciates the
balance of the public’s right to know about anti-terrorism efforts and the need for
operational security.

7. Finding: Disciplinary procedures at FAMS can be called disparate and, on their
surface, can be characterized as unfair and even retaliatory.

Recommendation: FAMS should employ disciplinary procedures that are
standardized for any given infraction. Investigations and punishments should be
handled by a neutral party, such as the ICE Office of Professional Responsibility.

TSA Response:

e Discipline imposed is based on OMS 3700, which concerns employee
responsibilities and standards of conduct

e Any disciplinary action is subject to multiple layers of review and approval,
including legal review. Currently, investigations are conducted by the Office of
Inspection, TSA.
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+  OLE-FAMS will adopt TSA’s policy regarding administrative leave. Prior to its
integration with TSA, the FAMS was governed by the ICE policy regarding
administrative leave.

COMMITTEE REQUESTS

1. The Committee requests a delineation of the conclusion of all OPR investigations that
resulted in a finding of unsubstantiated of unfounded claims, including when and by
whom employees were notified of the disposition of the claims against them, the
dates of OPR’s conclusions, and the dates on which these exonerated employees
returned to active duty.

TSA Response:
o TSA will contact ICE-OPR to discuss and provide a response to the
Committee.

2. The Commitiee requests an explanation by FAMS management as to why 1t continues
to enforce ADM 3700 that its own Office of Professional Legal Advisor has found
unenforceable for lack of constitutional permissibility.

TSA Response:
e ADM 3700 has been rescinded, will not be reinsiated, and 1s not enforced by
TSA or OLE-FAMS. The replacement policy OMS 3700 has been in place
since July 26, 2005,

e OMS 3700 was deemed acceptable and constitutionally permissible in a recent
settlement among the OLE-FAMS, a FAM litigant, the American Civil
Liberties Union, and the U.S. Department of Justice,

3. The Committee requests a list of all media activities FAMS management has
sanctioned, authored, and/or participated in since 2002,

TSA Response:
* TSA is compiling responsive information from March 1. 2003, when TSA
was brought into the Department of Homeland Security, and expects to
provide this information to the Committee in a timely manner.
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OLE-FAMS Broadcast Message

The purpose of this memo is to address the scope of the right of all FAMS
emplovees 1o engage in protected public speech regarding FAMS and FAMS
management, The applicable standards are provided in OMS Directive 3700,
Emplovee Responsibilities and Conduct, dated July 26, 2005, This Directive
supersedes ADM Directive 3700, which was dated Awoust 9, 2002, OME
Directive 3700 will remain in effect unless cancelled. The provisions of ADM
Directive 3700, including section 17 (“Public Statements and Appearances”),
have been rescinded and will not be reinstated.

Nothing in OMS Divective 3700 {5 intended to limit the free public expression of
an emplovee s personal opinions or ohservations about matters of public concern
relating to the FAMS.

Section 18¢a) of OMS Directive 3700 does prohibit employvees from undermining
teamwork or public confidence in FAMS by criticizing or vidiculing other FAMS,
TSA, or DS emplovees in a manner deemed defamatory, obscene, unlawfil,
unprofessional, or which constitutes harassment based on sex, race, ethnicity,
national origin, or sexual orientation, and which impairs the operation or
efficiency of the FAMS, TSA, or DHS. Speech is deemed “unprofessional” only if’
it violates the principles sei forth in section 7 of OMS Directive 3700.

When engaging in public speech, FAMS employees must comply with all laws and
policies safeguarding the unauthorized disclosure of critical infrastructure
information, classified information, Sensitive Security Information, information
protected under the Privacy Act, or other sensitive or secret information, except
in conformity with all applicable statutes, regulations, policies and executive
orders. As wsed in OMS Directive 3700 section 19, the phrase, “other sensitive
or secret information, " is limited to information that is otherwise designated as
not subject to disclosure by statute, regulation, executive order, or a formal
written policy of DHS, TSA, or the FAMS.

Supervisors are encouraged to provide this broadeast message to new employees
when providing them with copies of OMS Directive 3700.
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The Honorable Thomas D. Quinn
Federal Air Marshal Service

ICE Headquarters - FAMS

425 1 Street NW
Washington, DE

— As you know, the Committee on the Judiciary has oversight responsibility for the Federal Air
Mmmm{?m} We are concerned by media reports, as well as reports from other
sources, detailing alleged security gaps in air travel. As part of our aversight responsibilities, the
Comumittee has the duty to ensure that the efforts of the FAMS are effective. We also owe a duty

g mmmmmhhwmmmmmmhmmﬁwﬂhunﬁu '

possible.

Tnmmcmmmwmngmuﬁmpmwbys Dﬂp.m.onncmberls
2004, to the following questions:

L. Mmzmhmﬁmmmmm“mﬁmhm&mnﬁmmdlﬂr
2004 press reports in the Washington Times and New York Times, among others, note
the professional dress code required for air marshals may be having the unintended

_ consequence of making air marshals easily recognizable. Other reports indicate that the
dmmdeudaﬁummadmd:wduaﬂybyFﬁMSﬂdHoﬂlmmlhﬂmqummuvm
ﬂ:ruughnutﬂ:Nnﬂou.

A. Doynucomidutheb:mﬁuufﬂ:iuproﬁmmaldm:mdntnmmighﬂu

potential harm to individuals and mission of having an unrecognizable FAMS
team? Please explain.

- B. Please provide the dress code(s) as well as guidelines that have been used for
%l interpreting implementation of the code(s). Please include all dress codes that the
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FAMS has used since January of 2002:

C. Hmmhrmpﬂmmmnmmdhwﬂmmmuhﬂ 1
does not adhere to the dress code. .

D. Plunpm\ﬁdeinfmmqﬂonunﬂldimip&nmyuﬁmﬂuthutahuphuu: '
: result of an air marshal not adhering to the dress code. Pleass include all
accompanying documentation to support disciplinary actions.

g . P‘.tuuprovldu daﬂmplﬂnumdnth modification ©
mlﬂdumo{hﬂwaﬂ
mmmmﬂmhnbmwhbﬂ'ns;rﬂom .

2. Conmhuuhnbunnindmnﬁnrmwdwulhtpomlngmm identity of

: _air marshals, including procedures used by air marshals to bypass security checkpoints,
to board and to identify themselves to security and airline personnel. We are also
troubled by reports that seating configurations on flights are frequently, if not always, the
same, thereby facilitating the identification of the air marshals. Moreover, we are
concerned about reports that air marshals are required to stay in certain designated hotels.
andudmﬂﬁthmnhuspﬂiﬁﬂﬂjﬂﬂ:dﬂrﬂiﬂmﬂ:hh,nﬂjﬂﬂgﬁvm '
a.p:m‘.l

A Pluséproﬂdcﬂupmwdmuudbfuimmhﬂzinbmumgmmtr
checkpoints, including, but not limited to, whether air marshals are ushered up the
chnckpnﬂnﬁmplﬁnﬁmofmm

B. PMWMWMM&M“MWM
but not limited to, the timing of their boarding.

o Pmmmmﬁmmwmmmmeuidm
' to law enforcement, security, and airline personnel, including, but not limited to,
showing their identification and signing logbooks.

D ﬁwordiuntnmadumm“dmurmshlhmﬂhmehwhhanoﬂmﬂ
- travel, they are required to stay in specified hotels contained in a short list of
approved hotels and, when checking in, must identify themselves and show their
credentials in order to receive a special discount. These reports have raised
concerns that the ability of air marshals to maintain cover may be compromised
and that hotels regularly servicing air marshals may be targeted. Please verify the
- truth or falsity of this allegation, including, but not limited to, whether air
marshals are required to present credentials identifying them as air marshals in
order to receive a discount and whether they are limited to a small number of
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hotels in which they may stay.
E. Please outline the seating configuration used by air marshals on flights.

3. Contradictory reports of the type of ammunition used by air marshals has sparked
concern by travelers, pilots, and others. The debate includes whether all passenger
aircraft can withstand impact by the type of ammunition used by air marshals and
whnthmﬂuammmﬁonuth:typuthﬂmnhnuutnhwlthmuahshmmhody

A. Phuuoﬁdnhspeciﬂuﬂomfnrhmmiﬁmmdhyakm

B. De all air marshals always carry this type of ammunition? Ifnut.piam:xpllm
circumstances that warrant another type of ammunition, the specifications for any
alternative ammunition used, how often these circumstances arise, and what
prnudwuminphmmmnmsa&tywhmﬂmuwmumhmum

C. Please provide examples that clarify the impact assessments for each type of
ammunition used including, but not limited to, the effect on an aircraft and a
hmhodyﬂumhahgmmdhyﬂ:mmmuhmuudhymmmmm
ﬂmdntvumdlm

D. Murmumhumhﬁnwﬁmmdnpahhmufmemmmnmd
weapons they carry? If so, please detail the nature and extent of the training.

4. .Swmﬂmadiimﬂmhneupomdmahmnﬁmﬁviﬁumdpmwdmu.ﬁm&
mmmm&cmjumﬁmwmwtﬁmwithﬂuFMmdmhwum

A. UndnhhﬂmumstmuufﬁnthM information shared with the public?
Whnunﬂhu‘lmdtﬂspukfbrﬂnFﬂMS? '

B. Whmmhicﬁummpluedonairmmhahwﬂhmgudtospeakhgabomﬂmir
job or employer? Please describe the consequences that could be imposed if an
air marshal fails to comply with these restrictions. Please also indicate all
disciplinary action that has been taken regarding this issue.

e Why did the FAMS believe that it was appropriate to provide Time Magazine
access to air marshals on board NW flight 327, while failing to bring those
individuals to a Congressional briefing about NW flight 327. If the air marshals
are important encugh to the facts to present to a national audience, why then, are
they not important to a Congressional inquiry?

- 3. According m_madin reports, policy directives have required air marshals, in at least



p—,
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portions of the country, to submit at least one mmﬂmedm:mrepmt"(ﬁﬂﬂ}pﬂ
month, resulting in fraudulent reports being filed.

A

Please confirm whether such policy directives have been made (officially or
unofficially).

umm dimﬁvuhwebmmadu,ﬁlmmﬁdn ﬂﬂmpiﬂ_nfuch.

What are the range of consequences that could be imposed for failure to comply
Wilh:dnecttw? :

6. lmmmhmmbuofmmmhahmqmmhw
- enforcement ability to prevent potential terrorists or others who may wish to disrupt the
air travel system from taking advantage of lapses in coverage. Nevertheless, it is vital
: mncougushnetchumdﬂsundmgnfﬂndepthnfurmu:hﬂmﬁtﬂnm

air transportation system.

A.

Pmm&nmhaofmmmmhﬂluﬂhdmﬂmm'
to this inquiry. Because flights operate at all hours of the day, and because air
marshals are provided annual and sick leave, please qualify the number of active
mwmmmmmmmmummm '

Pluu;mndelhnumb«ufnnn—FAMSlmmgrmnndetomEnﬁmmm
(ICEJ:gmumedtquMm&ﬂumhuanﬁMS used to support
nm-FAMSICEm

thwﬂtﬁnmbwufhwm&&mﬂswhmmﬂphﬁdby
the FAMS but who may be considered air marshals or any other category of “air
law enforcement™ at any time. Under what circumstances are law enforcement
officials counted as air marshals or any other category of “air law enforcement?”
When law enforcement officials not employed by FAMS are participating in
troop enhancement or are considered in any capacity as any “air law

- enforcement,” are these individuals required to follow all of the same procedures

and regulations as on-duty air marshals? For example, are law enforcement
officials required to carry weapons on their bodies when flying for personal
reasons or reasons unrelated to providing air safety? Are law enforcement
officials permitted to sleep, read, or consume alcoholic beverages when flying for
personal reasons or reasons unrelated to providing air safety? If these individuals
aré in a capacity in which they are not required to follow all of the same
procedures and regulations as on-duty air marshals, are they counted for troop
enhancement purposes or are they considered an “air law enforcement” officer for
any purpose? If so, for what purposes?
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D.

E.

Please provide the number of flights that are covered each day by the FAMS. In
doing so, please indicate the size of each aircraft being covered as well as the
distances traveled by each aircraft.

Please indicate how coverage of flights is determined by the FAMS. What factors
mmndnedudunmakmgﬂmdmsm‘?

% Aufedﬂﬂuiminﬂmvem{thuumﬂuﬂﬂ-lﬂlamiu}mmthuwmm
t‘nrﬂ:mmvuﬂmw duties and are to be provided investigatory training.

A.

B.

Afe air marshals considered investigators? What suthority limits or authorizes
any investigatory activities undertaken by air marshals?

© What investigatory training do sir marshals receive? Is this training required to

be completed before air marshals begin service?

How are air marshals required to interact, or delineate duties, with other law
enforcement officials? Please provide a complete breakdown of which law
mfmmsﬁnﬂcﬂsmmamphumhmt\htmmmmmhdl&mﬁu:
suspicious individual on a flight.

What preliminary intelligence, criminal background, o other information are air
mu:hﬂ:pmwdedpnurtn conducting any investigation or interrogation?

What limits constrain air marshals ability to gather information? Fﬂtaxampledu
air marshals have access to information regarding concerns about a flighton
which an air marshal is serving? Dnntrmhnhhwummmﬂigh:mmfeuu
or other passenger databases?

8. Muufmhingnmminguﬁﬂigbﬂhwcbunﬁbﬂmaﬁdﬂybﬁhmedh,yﬁ
FM[Shu'nmdﬂ:nﬂmmhnv:nmhemmycmdibkmpomofpmbiqgmnimaﬂ.

A.

Please confirm or deny whether FAMS has gamered credible evidence on
probing.

 Please detail the standard used by FAMS in determining whether allegations of

probing are considered “credible.”

Please provide a summary of all probing allegations that have been reported to
and/or investigated by FAMS and the conclusions reached upon considering the
allegations.
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10.

11.

D.

E.

Please detail whether a central repository exists, containing reports of suspicious
activity, that is available to all air marshals.

Though airline personnel have at their disposal procedures to report suspicious
activity to FAMS, claims exist that, rather than have their employees report such
actiwtwaAME airlines instruct their personnel to report such activity to airline
security. Please detail whether FAMS is aware of such claims that airline i
pumnﬂrepoﬁsulpmluumﬁvﬂywnﬂinlmnﬂurthmtaFAMﬂmd
whether FAMS has investi such claims. If FAMS has investigated these

_claims, please detail F ﬁndhpusﬂdin;thm:n.

ummuwwmmmwmmmﬂm“mmmm
mm;mmmmpmﬂyhnuﬁhm

A.

D.

Huﬂmdinﬂwhﬂmdmummphnwhmmmmmhﬂmnmn
suspicious or hostile situation while the flight is in the air. Is there a difference
between domestic and international procedure? If so, what is it? Who has the
authority to divert or inmediately land a plane should a situation arise? What
thmshuldimdhbemqti_nmdcmukeﬁsuﬁm‘? _

Are there requirements that pilots or airline emplcyees relay an air marshal
suspicion to the Federal Aviation Administration (FAA), National Targeting
Center (NTC), Maintenance Control Center (MOCC), or & Joint
Terrorism Task Force (JTTF)? If so, what are they? If not, why not?

Ihwdmlﬂﬁdeﬁmmﬂcﬂt&sh—nﬁﬂﬂﬂﬂ%puﬂcyumpmmm
foreign originating flights arriving at high-risk locations? What policy is in place
when a “watch-listed™ person or persons is discovered after takeoff?

DuFAMSairmtrshmlsmwuminkumimmmﬁonmuunapmuﬁGE?

What is the relationship between the FAMS, FAA and NTC? Please provide all

documents including, but not limited to Memoranda of Understanding, relating to these
relationships. What steps are being discussed or undertaken to improve these
relationships, including, but not limited to standardization of airport rules, procedures

and badges?

According to a recent DHS Inspector General (IG) report entitled, Evaluation of the
Federal Air Marshal Service (FAMS), in 2003 FAMS management began experiencing

discipli

A,

nary problems with numerous active air marshals.

The IG reviewed 504 applicants who had been favorably adjudicated and
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awaiting a job offer. DfﬂmuﬁMlpplmmh,lﬁlmfmmdmhlw
questionable financial, employment, and criminal activities,. FAMS
MAdm:mMGmmmm&nm(Smbul 2004) that “ultimately,
none of the 161 questionable applicants were hired.” Please provide

_dnumcﬂuhmufthhclaim.

Appcndil A (p- 24) of the above mmﬁmd report outlines 753 FAMS

mmmmmmzmmnmwzm lee;um'i.dalﬂ
dn:mhnmnhﬁnttﬁthutuﬂm

Appandixﬂ{yjﬂofthnnbowmmmedmpunuﬂu%w
Comments™ and outlines 717 FAMS disciplinary actions between June 2002 and
March 2004. Please provide all documentation relating to these actions. Please
amdﬂdtmlmmmdthtwmﬂdmmduﬁﬁﬂ:ahnnwwm

12, Plusemﬂdnnﬂmmpmumﬁdvndﬁ'ﬂmmmu:hahmdﬁeldnﬁnﬂmb&nﬂhw

matter.

13. Pmmmwmm,mmm;mmmwmwm
relating to the duties and conduct of the FAMS.

14. Phuindicmhuwmn&mmhnhhnubmhimdmsmzmh& 11, 2001. How
many have left on their own accord? How many have been fired?

'We recognize that your answers to some of the questions posed in this letter may have classified:
As you know, the Committee on the Judiciary has prooedures in place to receive.

u:hmfiedmﬁ:tm:ﬂun. If you have any questions about procedures for transmitting classified

. information or about this letter in general, please contact Julia Tomala, Chief Counsel for

Oversight and Investigations, Committee on the Judiciary at 202-225-3951. Thank you for your

immediate attention to this matfer.

cc: The Honorable Michael Garcia
The Honorable Tom Ridge
The Honorable Clark Kent Ervin
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Federal Air Marihal Service

U.S. Department of Homeland Security
425 | Stroet, N.W.

Washington, DC 20536

¥\ U.S. Immigration
and Customs
- rcement

001-1220
October 20, 2004

The Honorable F. James Sensenbrenner, Jr.
Chairman

U.S. House of Representatives

Committee on the Judiciary

2138 Rayburn House Office Building
Washington, D.C. 20515

The Honorable John Conyers, Jr.
Ranking Member

U.S. House of Representatives
Committee on the Judiciary

2138 Rayburn House Office Building
Washington, D.C. 20515

Dear Chairman Sensenbrenner and Ranking Member Conyers:

Attached for your information is the Federal Air Marshal Service’s response to your
memorandum dated September 28, 2004. The information contained in this response is
considered Sensitive Security Information. Several of the answers are classified Secret and have
therefore been separated and placed in a classified folder.

Thank you for your continued support for the Federal Air Marshal Service, and we look forward
to working with you and your staff to ensure the successful accomplishment of our mission.

Sincerely, |
"1”'—‘-—-—.._‘__‘__

Thomas D. Quinn

Director

Attachment

cc: Assistant Secretary Michael J. Garcia
Under Secretary Asa Hutchinson
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Feoderal Alr Marshal Service

U.S. Department of Hometand Security
425 ] Street, N.W.
Washington, DC 20536

U.S. Immi
and Customs
ement

FEDERAL AIR MARSHAL SERVICE
RESPONSE TO QUESTIONS FROM
THE U.S. HOUSE OF REPRESENTATIVES
COMMITTEE FOR THE JUDICIARY

Standard of Dress Policy
1.A. Do you consider the benefits of this professional dress code to outweigh the potential harm to
individuals and mission of having an unrecognizable FAMS team? Please explain.

In April 2002, a number of airline industry representatives, Congressional representatives,
and members of the Administration complained of what was deemed inappropriate Federal
Air Marshal (FAM) attire that was not in keeping with dress normally worn by first class
passengers. (As you know, FAMs are tactically positioned in the front of aircraft, which is
normally the first class cabin.) It was noted that FAMSs were traveling during mission
status attired in shorts, blue jeans, sandals, fishing vests, tee shirts, sweatshirts, etc. Some
FAMS took it upon themselves to don various disguises including one FAM who dressed as
a priest. There were also no grooming standards, which further exacerbated the situation.

The Federal Air Marshal Service (FAMS) first issued a Standards of Dress policy in May
2002, later designated and reissued as Sensitive Security Information (SSI) on December
31, 2002, that directs FAMs to dress so as to present a professional image and blend inte
their environment. This policy enables FAMs to perform their duties without drawing
undue attention to themselves. A professional image is critical in establishing credibility
with the pilot and crew, and most important, with the passengers should they have to
deploy on board the aircraft in response to an attack. The policy also gives field
management the latitude to make exceptions to the policy should special circumstances
warrant. An example of a policy exception would be SENEJRNEESNR— The
policy gives the FAMs the option of wearing a business suit or a sport coat with dress pants
and a collared shirt.

We believe the dress code strikes the appropriate balance between maintaining a
professional image while blending in with the travel environment. On many occasions,
airline passengers have engaged in conversation with FAMs, openly speculating as to
whether or not a FAM was on board, while being completely unaware that they were
speaking with one.

SENSITTIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTAMS SENSITIVE SECURITY INFORMATION THAT 8 CONTROLLED LNDER 49 CF.R. PARTS 15 AND
1520. MO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW,” AS DEFINED IN 48 C_F.R. PARTS 135
AND 1520, EXCEPT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYS U.SC. 552 AND 49 C.F.R PARTS 15 AND
1520.
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1.B. Please provide the dress code(s) as well as guidelines that have been used for interpreting
implementation of the code(s). Please include all dress codes that the FAMS has used since
January of 2002.

There have been two FAMS-level directives published regarding dress code: FLT 6002,
Standards of Dress (May 9, 2002) and the current ADM 3702, Standards of Dress
(December 31, 2002). These directives are identical, except that FLT 6002 (May 9, 2002)
had a security disclaimer of “Law Enforcement Sensitive™ and the superceding version of
ADM 3702 (12-31-2002) now contains a “Sensitive Security Information™ (SSI)
disclaimer. In addition, FLT 6003, In-Flight Policy, Section 5(B) touches on dress code.
These policies are attached. No other official guidelines have been issued to FAMs in
addition to the policies referenced above. The FAMS dress code policy is designated as
SSL

1.C. Please provide the range of consequences that could be imposed if an air marshal does not
adhere to the dress code.

The FAMS does not utilize a Table of Offenses for misconduct issues, including dress code
violations. The FAMS evaluates each case individually and determines an appropriate penalty,
taking into consideration such things as consistency, progressive discipline, past performance,
the nature and seriousness of the offense, and whether the misconduct was committed
inadvertently or intentionally.

A first time violation of the dress code policy will result in written counseling at the local level,
which is not considered an adverse action. However, repeated violations may rise to the level
of insubordination, which is considered a very serious matter and will be penalized
accordingly.

When alleged violations arise, the FAMS follows the protocols established by ICE.
Specifically, that protocol requires that any misconduct be immediately reported to ICE Office
of Professional Responsibility (OPR). OPR officials then either refer the incident to DHS

OIG; utilize OPR officials to investigate the incident, or defer action to the involved office, in
this case the FAMS.

1.D. Please provide information on all disciplinary action that has taken place as a result of an air
marshal not adhering to the dress code. Please include all accompanying documentation to

support disciplinary actions.

For the period of June 2002 until the present, the FAMS” Operational Integrity Branch has
received seven cases of dress code violations. Two of these seven cases involved dress code
violations only, and both received counseling at the local level as the penalty. Again, this is
not considered an adverse action. The remaining five cases involved multiple infractions in

[ SENSITIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT IS CONTROLLED UNDER 49 CF.R PARTS 15 AND
1520. NO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW,™ AS DEFINED IN 49 C.F L PARTS 15
AND 1520, EXCEFT WITH THE WRITTEN PERMISSION OF THE ADMINISTRATOR OF THE TRANSPORTATION SECURITY
| ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
j OTHER ACTION. FOR U.3. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE [8 GOVERNED BYS L.SC. 552 AND 49 CF.R. PARTS 15 AND
|_1s20.
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addition to the dress code viclation, such as failure to follow procedures, insubordination, and

late arrival for a mission. Pemalties for these five cases ranged from counseling at the local
level to a five-day suspension. See attached spreadsheet in reference to question 11.B.

1.E. Please provide a summary of all complaints and requests for policy modification received from

air marshals and an explanation of how each of these communications has been, or is being,
resolved.

Complaints and requests for policy modification on the dress code policy have been
minimal since a complete and thorough explanation of the policy was personally conducted
by the FAMS Director and Deputy Director during field office visits in 2002 and 2003. It
should be noted that the overwhelming majority of FAMs understand the need for, and

The FAMS management provides clarifications to existing policies when questions or
concerns are raised by FAMs. This information is subsequently forwarded to the FAMs in
several different modes. Some field offices use FAM Advisory Counsels to disseminate

' the information. In other cases, the Special Agents in Charge prepare memoranda, which
are sent to all FAMs within the field office.

If a modification to an existing policy were suggested, the Special Agent in Charge would
send the requested modification to headquarters for review. To date, no such modification
requests have been received from field offices.

Boarding Procedures

2.A. Please provide the procedures used by air marshals in bypassing security checkpoints,
including, but not limited to, whether air marshals are ushered up the checkpoint exit in plain
view of passengers.

Check-in, boarding, and pre-flight procedures are governed by FLT 6002, Check-In,
Boarding, and Pre-Flight Briefing Policy and Procedure - Domestic Mission Deployments,
dated May 5, 2004 (attached), and are designated as SSL

The procedures for entering sterile areas at airports vary from airport to airport, and are
generally subject to the requirements of the local Federal Security Director (FSD) and
airport police. This process is under the control of Transportation Security Administration
(TSA) or the local airport authority.

In January 2004, shortly after the FAMS transferred from TSA to ICE, the TSA began
requiring FAMS to access airport sterile areas through public security screening
checkpoints and to sign the law enforcement officer (LEO) logbook. NSRS, this
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2.B.

process occurred in plain view of passengers and the public at the screening area. FAMs
also had to wait for an airport LEO to respond and verify their badge and credentials. This
process occurs in an area open to the public view and can be time consuming, which can
jeopardize the FAMs’ mission and potentially expose their identity.

The FAMS immediately objected to this new requirement. The new procedures
compromised the FAMs” ability to discreetly enter airport sterile areas, which is necessary
to prevent unwarranted identification of the FAMs by passengers, the public, and others.
The FAMS requested that TSA require FSDs to work in cooperation with FAMS field
office Special Agents in Charge (SACs) to identify locations within the airports where
FAMs would be able to discreetly enter sterile areas in performance of their missions.

As a result, on May 10, 2004, TSA issued a new interim Screening Standard Operating
Procedure (SOP). The new interim procedures allow

_ It removed the requirement that the badge
and credentials had to be verified by an airport LEO. It also withdrew the requirement that

FAMSs must sign the LEO lu% The interim measures are intended to stay in effect

s TN T SV B D R e i ViR e

On June 9, 2004, TSA issued a memorandum to FSDs directing them to meet with FAMS
SACs. The FSDs were instructed to develop a plan with the FAMS SACs at individual
airports to allow access by FAMs into the sterile areas away from public viewing. The
FAMS is currently in the process of working with TSA to create airport-specific solutions
for discreet movement of FAMs through sterile areas.

Please provide the boarding procedures that air marshals are to follow, including, but not
limited to, the timing of their boarding.

FAMs were granted Trusted Agent Status by the FAA on November 26, 2003, which
authorizes FAMS to pre-board an aircraft without the air carrier meeting the FAA minimum
crew requirements required when the air carrier is in the boarding process. FAMs may
remain onboard the aircraft without the necessity of having crew present. Trusted Agent
Status is governed by FLT 6010, FAA4 Trusted Agent Status.

Additionally, check-in, boarding and pre-flight procedures are governed by FLT 6002,
Check-In, Boarding, and Pre-Flight Briefing Policy and Procedure - Domestic Mission
Deployments, and are designated as SSI. These procedures were developed with the goal
of protecting FAMs’ identities, while facilitating the necessary coordination and
communication with crew and airline staff, and giving the FAM team sufficient flexibility
to respond to changing circumstances at their own discretion. FAMs are required to take
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necessary and reasonable measures during the boarding process to avoid being identified
by the public as FAMs.

enforcement, security, and airline pmmnl, including, but not limited to, showing their
identification and signing logbooks.

These procedures are governed by TSA Inter Office Memorandum, Security Checkpoint
Operating Procedure — Revision 4, Change 1 and by FLT 6002, Check-In, Boarding, and
Pre-Flight Briefing Policy and Procedure - Domestic Mission Deployments and are
designated as SSI. A copy is attached.

SmmmuChmkpomtSﬂPﬂmaxmpud"TSALEﬂ’s from screening and logbook
entries. The FAMS asked that TSA follow their own SOP to allow FAMs to pass through
checkpoints unimpeded. In March 2003, a SAC workgroup was established to recommend
to the FAMS Director ways of improving the boarding procedures for FAMs.
Recommendations were forwarded that led to a revision of FLT 6002 in October of 2003.
The requirement that FAMs must sign in at the TSA security checkpoint logbook was
eliminated in May of 2004, as explained in 2.A. above.

The current version of check-in, boarding and pre-flight briefing procedures is dated
May 11, 2004 and is outlined as follows:
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The FAMS has requested to have Security Identification Display Area (SIDA) badges
issued to FAMs at their home airports. These badges allow access to the airport sterile
areas without passing through security checkpoints. FAMs with a SIDA badge are
instructed to avoid public security screening checkpoints whenever possible and must
always use and display their SIDA badge in accordance with airport regulations and
requirements. FAMs without a SIDA badge must adhere to established TSA regulations or
other established airport procedures at all security-screening checkpoints, as outlined in

2.D. Please verify the truth or falsity of this allegation, including, but not limited to, whether air
marshals are required to present credentials identifying them as air marshals in order to receive
a discount and whether they are limited to a small number of hotels in which they may stay.

The FAMS policy regarding designated hotels is FLD 7330, Designated Hotels During
TDY Mission Deployments (see attached).

In an effort to locate, communicate with, and assemble FAMs in the event of an
emergency, the FAMS has identified a limited number of hotels within close proximity to
the airports to be used by transiting FAMs. Some of these hotels have agreed to offer a
discount to the official government rate; others will offer only the established government
rate. In any event, the choice of hotel was not contingent on price, but rather on the hotel’s
operational/logistical advantage. The Immigration and Customs Enforcement (ICE) Office
of the Principal Legal Advisor confirmed that this policy is not in conflict with GSA
procurement regulations. Furthermore, operational security considerations are important
criteria when selecting these lodging sites.

The requirement to discretely identify oneself as a government employee has always been a
requirement for all federal government employees. Consequently, the initiation of the

above policy did not place any new requirement on our empluﬁﬁ to identify themselves

as FAMs,
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2.E. Please outline the seating configuration used by air marshals on flights.
See attached SECRET annex.
Ammunition

3.A. Pleass provide the specifications for the ammunition used by air marshals.

y . SENSITIVE SECURITY INFORMATION
WARNING: THIS RECORD CONTAINS SENSITIVE SECURITY INFORMATION THAT [3 CONTROLLED UNDER 49 C.F.R. PARTS 15 AND
1520. MO PART OF THIS RECORD MAY BE DISCLOSED TO PERSONS WITHOUT A “NEED TO KNOW,™ AS DEFINED IN 49 C.F R. PARTS 13
AND 1520, EXCEPFT WITH THE WRITTEN PERMISSION OF THE ADMMNISTRATOR OF THE TRANSPORTATION SECURITY
ADMINISTRATION OR THE SECRETARY OF TRANSPORTATION. UNAUTHORIZED RELEASE MAY RESULT IN CIVIL PENALTY OR
OTHER ACTION. FOR U.S. GOVERNMENT AGENCIES, PUBLIC DISCLOSURE IS GOVERNED BYS U.A.C. 552 AND 49 C F.R PARTS 15 AND
1520




Response to Questions from the
Committee for the Judiciary
October 20, 2004

Page 8

3.B. Do all air marshals always carry this type of ammunition? If not, please explain the
circumstances that warrant another type of ammunition, the specifications for any
alternative ammunition used, how often these circumstances ariss, and what procedures are
in place to ensure safety when altemnative ammunition is used.

3.C. Please provide examples that clarify the impact assessments for each type of ammunition
used including, but not limited to, the effect on an aircraft and a human body from being
penetrated by the ammunition used by air marshals when fired at varying distances.
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3.D. Are air marshals trained in the specifics and capabilities of the ammunition and weapons
they carry? If so, please detail the nature and extent of the training.

Media
4. A. Under what circumstances is official FAMS information shared with the public? Who is
authorized to speak for the FAMS?

The FAMS is subject to Department of Homeland Security (DHS) Management Directive
MD 2010, Public Affairs Guidance and Designated Spokespeople, which provides
guidelines relating to the disclosure of official DHS information to the media, and to
FAMS directive ADM 3700, Employee Responsibilities and Conduct, Section 18(c). At
the FAMS level, only the Director, or his designee, is authorized to speak for the FAMS,
and only in accordance with DHS policy. DHS policy is to maintain the public trust by
proactively providing timely and accurate information to the general public, the Congress
and the news media about DHS efforts to protect the homeland.
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4B.

In accordance with DHS policy, authorized individuals who release information must
exercise due care to preserve privileged information, protect the rights of individuals and
comply with applicable policy, regulations and laws, including the Freedom of Information
Act and Privacy Act. They must temper their responses to media inquiries by
considerations for the potential impact on public safety, on-going criminal/civil
investigations, sensitive foreign activities, pre-decisional matters, operational factors, the
ﬂchmpofmmlﬁm matters in litigation, and time required to retrieve the information
in question.

What restrictions are placed on air marshals with regard to speaking about their job or
employer? Pleasse describe the consequences that could be imposed if an air marshal fails
to comply with these restrictions. Please also indicate all disciplinary action that has been
taken regarding this issue.

FAMS employees are governed by ADM 3700, Employee Responsibilities and Conduct,
Sections 17 and 18, as well as by Department of Transportation and TSA human resources
management policies. (See attached copy of ADM 3700.) These policies are drawn from
Federal and administrative case law, Federal regulations and executive orders regarding

Executive Branch employees’ standards of ethical conduct.

The FAMS has a compelling interest in efficiently and effectively safeguarding civil
aviation security and maintaining a high level of public confidence in the country’s civil
aviation system. As with other law enforcement and national security organizations, this
by FAMS employees in their capacity as such are necessarily more restricted than those
made by private citizens.

Accordingly, FAMs face a number of restrictions when speaking about their job or the
FAMS. FAMs may not release sensitive or classified information unless authorized to do
so. FAMs may not criticize or ridicule the FAMS, ICE or DHS policy or other employees,
orally, in writing, or through any other expression that is defamatory, obscene, unlawful,
would impair the operation or efficiency of the FAMS, ICE or DHS, or is made with
reckless disregard for truth.

In addition, unless designated by the FAMS Director, FAMs may not address public
gatherings, appear on radio or television, prepare any articles for publication, act as
correspondents to a newspaper or periodical, release or divulge investigative information or
any other matters pertaining to the FAMS, ICE, or DHS.

Violating any of the above policies may result in disciplinary action, including dismissal.
To date, one disciplinary action has been initiated with respect to violations of the above
policies.
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4.C.

Why did the FAMS believe it was appropriate to provide Time Magazine access to air
marshals on board NW flight 327, while failing to bring those individuals to a
Congressional briefing about NW flight 327. If the air marshals are important enough to
the facts to present to a national audience, why then, are they not important to a
Congressional inquiry? :

The FAMS will always comply with requests to have personnel appear before
Congressional committees or to brief staff. However, to the best of our knowledge, the
Judiciary Committee staff did not request to hear directly from the FAMs who were
assigned to this flight. At the briefing, a detailed description was provided to your staff
about NW flight 327 by Border and Transportation Security (BTS) and FAMS officials.
Mdmaﬁuﬂuhmﬁng,MMmmmhndth:FﬁMSmqumud:ﬂhﬂ
could interview one of the FAMSs who was on NW flight 327. After a discussion with the
DHS Office of Public Affairs, a decision was made to grant TIME access to one of the
FAMSs assigned to NW flight 327.

DHS believed that because of the widespread national media coverage concerning this
flight, a first-hand account from a FAM would dispel the rumors that had been reported in
the press. DHS believed that a clear message needed to be sent to the American public that
it was safe to fly and that the passengers in question did not commit any criminal or
terrorist acts while onboard this flight.

S.A

Please confirm whether such policy directives (regarding once a month SDR submissions)
have been made (officially or unofficially).

There ia no policy directive, sither officially or unofficially, requiring FAMs to submit at
least one surveillance detection report (SDR) per month.

The confusion comes from an August 4, 2004, MSNBC.COM article by Brock N. Meeks
relating to the FAMS. Among other things, the article discussed an internal e-mail that
discussed SDRs (reports detailing and tracking suspicious activity in the aviation domain),
implying that there was an organizational directive that mandated the filing of one SDR per
month, and that the failure to do so would reflect negatively on a FAM in his/her
performance evaluation. That internal e-mail was misinterpreted, and was only meant to
convey the importance of reporting observations of suspicious activity via SDRs. The
subject e-mail was written by a first line supervisor to his squad. The supervisor was
noting that some squad members had submitted numerous reports noting suspicious activity
while others had submitted none. When the SAC learned of the confusion surrounding the
supervisor’s e-mail message, he sent a clarifying e-mail message to all the FAMs under his
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supervision. His message stressed the need for the FAMs to be vigilant in carrying out
their mission through observation and accurate reporting. In addition, he made it clear that
he did not expect the reparts to be frivolous or inaccurate and noted there was not a quota
for submitting SDRs.

5.B. If such policy directives have been made, please provide the copies of each.

SDRs are subject to FLT 6500, Surveillance Detection System Policy, and FLD 7110,

Surveillance Detection System Policy for Reporting Suspicious Activity, which are

designated as SSI. Please see attached. As indicated in the response to Question 5.A.
- above, there is no requirement of a8 minimum numbers of SDRs.

5.C. What is the range of consequences that could be imposed for failure to comply with a
directive?

There is no range of consequences since no adverse action was ever included in the SDR
Directive.

6.A. Please provide the number of active air marshals as of the date of your response to this
inquiry. Please qualify the number of active air marshals according to the number who are
on duty at any one time.

See attached classified SECRET annex.

6.B. Please provide the number of non-FAMs Immigration and Customs Enforcement (ICE)
agents used to support FAMS and the number of FAMSs used to support non-FAMS ICE

agenits.
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6.C. Please provide the numoer o1 1aw entorcement otticials who are not employed by the
FAMS but who may be considered air marshals or any other category of “air law
enforcement™ at any time. Under what circumstances are law enforcement officials
counted as air marshals or any other category of “air law enforcement?” When law
enforcement officials not employed by the FAMS are participating in troop enhancement or
are considered in any capacity as any “air law enforcement,” are these individuals required
ta follow all the same procedures and regulations as on-duty air marshals? Are law
enforcement officials required to carry weapons on their bodies when flying for personal
reasons or reasons unrelated to providing air safety? Are law enforcement officials
permitted to sleep, read, or consume alcoholic beverages when flying for personal reasons
or reasons unrelated to providing air safety? If these individuals are in a capacity in which
they are not required to follow all of the same procedures and regulations as on-duty air
marshals, are they counted for troop enhancement purposes or are they considered an “air
law enforcement” officer for any purpose? If so, for what purpose?
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6.D. Please provide the number of flights that are covered cach day by the FAMS. In doing so,
please indicate the size of each aircraft being covered as well as the distances traveled by

each aircraft.
See attached classified SECRET annesx.

6.E. Please indicate how coverage of flights is determined by the FAMS. What factors are
considered when making this decision?

See attached classified SECRET annex.

[ lvestisative Dt

7.A. Are air marshals considered investigators? What authority limits or authorizes any
investigatory activities undertaken by air marshals?

The FAMs’ job series is GS-1801, General Inspection, Investigation, and Compliance
Series, and they are considered Federal law enforcement officers (FLEOs) by the powers

conferred by Congress.

FAMs' law enforcement powers include the authority to carry firearms; make arrests for
crimes committed in their presence or based upon probable cause; and seek and execute
warrants for arrest or seizure of evidence. These powers are delineated in Title 49, United
States Code, Sections 114(q) and 44903(d).

In response to the 9/11 attacks, Congress passed the Aviation and Transportation Security
Act in November 2002, which authorized FAMs as FLEOs (TSA Law Enforcement
Officers) and anthorized FAMs to receive Law Enforcement Availability Pay (LEAP), a
type of premium pay that is generally an entitlement for criminal investigators who are
required to work, or be available to work, substantial amounts of "unscheduled duty.”
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The FAMs assigned to the 56 FBI Field Office Joint Terrorism Task Forces (JTTFs) and
the FBI Headquarters National JTTF have the full powers of Federal law enforcement
officers. Just like their FBI agent counterparts, these FAMSs carry cases, interview suspects,
author affidavits, testify in court, arrest subjects, collect and analyze evidence, serve
warrants and subpoenas, etc. In March 2003, when FAMs were first assigned to the JTTFs,
a determination was made that FAMSs did not need to receive Special Deputation from the
Department of Justice in order to act as investigators, since FAMs already possessed the
needed law enforcement and investigative authorities as enumerated in 49 U.S.C. § 114(q).

7.B. What investigatory training do air marshals receive? Is this training required to be
completed before air marshals begin service?

FAMs receive basic Federal law enforcement training as part of the Phase I curriculum at
the Federal Law Enforcement Training Center (FLETC). FLETC provides a solid
foundation of legal instruction, arrest procedures, and other law enforcement requisites.

FAMS Phase I training involves an advanced, mission-specific curriculum, which includes
training in surveillance detection. The Surveillance Detection program includes elements
related to intelligence, identification of suspicious behavior, surveillance detection, and
reporting. During this training, FAMs make extensive use of their issued Personal Digital
Assistants (PDAs) as a reporting mechanism. FAMSs also receive surveillance detection
training as part of their field office-based recurrent training.

FAMSs must complete Phase [ and Phase II training prior to becoming fully operational.
FAMS field offices routinely conduct refresher training during the required one-week
quarterly Recurrent Training to enhance investigative skills. Such investigative training
includes interviewing techniques, crime scene investigations, evidence recovery, legal
updates, etc.

7.C. How are air marshals required to interact, or delineate duties, with other law enforcement
officials? Please provide a complete breakdown of which law enforcement officials are to
complete each task when an air marshal identifies a suspicious individual on a flight.

FAMs routinely interact with other Federal, state, local, and airport law enforcement

(LEOs) officers on a daily basis. —-_-——-—-
ORS8RI T S

Y ——— ————
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FAM interaction with other LEOs in situations involving suspicious persons and arrests
will be discussed in detail below.

Observations of suspicious incidents or individuals are divided by the FAMS into two
categaries: non-actionable or actionable. Non-actionable incidents are captured and
reported by FAMs by submitting Surveillance Detection Reports (SDRs). The Surveillance
Detection System (SDS) employed by the FAMS is described in greater detail in the
answers to questions 8B and 8C.

A non-actionable incident does not require a FAM to “come out of cover” or otherwise take
additional action, such as interviewing the suspicious person. An example of a non-
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Other information offered by the person during the interviewyiEE—G_—GU—GG———————
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The vast majority of suspicious incidents are resolved
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If a FAM makes an arrest aboard an aircraft, the FAMS follows the same notification
procedures as outlined above. Although the FBI has the investigative jurisdiction for
aircraft piracy and certain other crimes committed aboard an aircraft in flight, including
interference with flight crewmembers and attendants, this authority does not pre-empt the
FAMS’ law enforcement authority to make arrests for violations committed in the presence
of FAMs while in the special aircraft jurisdiction of the United States.

Per agreement with the FBL, the FAMS immediately notifies the FBI of any law
enforcement action within the special aircraft jurisdiction. The FBI has agreed that the
arrestee will remain in the custody of the FAMS until the defendant makes an initial
appearance before a U.S. Magistrate Judge. The FAMS contacts the U.S. Attorney’s
Office and a FAM prepares the complaint and affidavit. The FBI is given immediate
access to participate in the interview of the defendant. The FBIL, in conjunction with the
FAMS, will conduct a post arrest investigation, if required.

7.D. What preliminary intelligence, criminal background, or other information are air marshals
provided prior to conducting any investigation or interrogation?

SENSITIVE SECURITY INFORMATION
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7.E. What limits constrain air marshals ability to gather information? Do air marshals have
access to information regarding concerns about a flight on which an air marshal is serving?
Do air marshals have access to flight manifests or to other passenger databases?

SENSITTVE SECURITY INFORMATION
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For international flights, the FAMS receive timely passenger manifest information from the
U.S. Customs and Border Protection National Targeting Center.

E ]...' E.- ]
8.A. Please confirm or deny whether FAMS has gamered credible evidence on probing.

8.B.

The FAMS cannot substantiate that probing activities are occurring. However, the lack of
credible evidence to date is insufficient to definitively conclude that no probing activity has
occurred or will not occur in the future,

Please detail the standard used by FAMS in determining whether allegations of probing are
considered “credible.”

FAMS can initiate an interview of passenger(s) acting in a manner that the FAM deems
suspicious. When passengers on NW327 became concerned about a large number of
Arab musicians on their flight, FAMs initiated interviews, contacted FAMS supervisors
and the FBI Special Agent assigned to the airport to meet the aircraft. Together, they
conducted a preliminary investigation and cleared the matter. If a FAM initiates such
actions, an Incident Report is prepared and submitted.

iy e B L S B 4 B R, PRSI 1 R NG .

s e M A . e T RO R 1 B
wwhaptenpnamgl®. o addition, the TIB reviews email from flight crew
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In 2003, the Federal Air Marshal Service (FAMS) established a
“ﬂaﬂnﬂm This email address was provided to corporate
airline security executives to provide te their personnel and is intended to facilitate the
ability of airline corporate security offices, as well as flight crewmembers, to expeditiously
and efficiently report suspicious activity aboard aircraft to the TSA and the Federal Air

Service. The Federal Air Marshals brief crewmembers and pilots on the
“mﬂﬂ] address. During corporate airline security and crew briefs
continue to stress the importance of a partnership approach in aviation security.
“ismtintmdadtnbeamechanismfmmpmﬁngmm requiring

Since the inception of [NMENNEERNR,. there have been Wllleports submitted to the
FAMS. All reports submitted to (i NSNS 2rc reviewed and an
acknowledgement is sent to the originator that includes TIB contact information. Each of
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8.C. Please provide a summary of all probing allegations that have been reported to and/or

investigated by FAMS and the conclusions reached upon considering the allegations.

8.D. Please detail whether a central repositery of suspicious activity exists, containing reports of
suspicious activity, that is availahle to all air marshals.

8.E. Please detail whether FAMS is awars of such claims that airline personnel report
suspicious activity to airline security rather than to FAMS and whether FAMS has
investigated such claims. If FAMS has investigated these claims, please detail FAMS”
finding regarding them.

9.A. Please indicate what procedures are in place when an air marshal encounters a suspicious
or hostile situation while the flight is in the air. Is there a difference between domestic and
international procedure? If so, what is it? Who has the authority to divert or immediately
land a plane should a situation arise? What thresholds need to be met in order to take this
action?

SENSITIVE SECURITY INFORMATION
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¥.D. AFE LTS MoYUITEINCILS Ukl PLOLS OF AriNe cMmployees relay an air marsnal suspicion to the
Federal Aviation Administration (FAA), National Targeting Center (NTC), Maintenance
Operation Control Center (MOCC), or a Joint Terrorismn Task Force (JTTF)? If so, what

are they? If not, why not?
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9.C. How does ICE define critical high-risk flights? What policy is in place to screen foreign
originating flights arriving at high-risk locations? What policy is in place when a “watch-
listed™ person or persons is discovered after takeofT? ;

9.D. Do FAMS air marshals receive training on immigration issues as part of ICE?
FAMs do not receive training on immigration issues.

ionship with FAA and NTC

10. What is the relationship between the FAMS, FAA and NTC? Please provide all documents
including, but not limited to Memoranda of Understanding, relating to these relationships.
What steps are being discussed or undertaken to improve these relationships, including, but
not limited to standardization of airport rules, procedures and badges?

The FAMS have an excellent relationship with the FAA and NTC. The FAA
Administrator and her executive staff have met with the Director of the FAMS and his
executive staff and worked on a number of projects of mutual concern. The FAMS
Training Center

On occasion, when the conditions within the commercial aviation system are
constantly changing (most frequently as a result of weather issues) the FAMS assigns a
FAM to the FAA’s Flow Control. Flow Control is responsible for commercial aviation
operations. In addition, the FAMS has a dedicated person who works as the FAMS/FAA
liaison. The FAA and the FAMS also work together on a multitude of aviation related

issues and working groups.
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The FAMS has devel and maintained an outstanding relationship with the NTC by
Lines of communication have been
established between the NTC and the FAMS Mission Operations Center (MOC). The
MOC monitors the FAA"s Domestic Events Network (DEN) on a 24x7 basis.

Please refer to questions 2.A., 2.B., and 2.C. regarding the FAMS coordination efforts with
TSA regarding SIDA badges.

Inspector General Report

11.A.The IG reviewed 504 applicants who had been favorably adjudicated and awaiting a job
offer. Of those 504 applicants, 161 were found to have questionable financial,
and criminal activities. FAMS spokesman Dave Adams told Government
Executive (September 1, 2004) that “ultimately, none of the 161 questionable applicants
were hired.” Please provide documentation of this claim.

FAMS Human Resources conducted a name-by-name review of the FAMS employee
database and none of the 161 applicants whose adjudications were questioned has been
offered a position with the FAMS. See attached letter.

11.B. Appendix A (p.24) of the above mentioned report outlines 753 FAMS disciplinary actions
between February 2002 and October 2003. Please provide all documentation relating to
these actions.

The OIG report states: “In cases of misconduct by FAMSs currently employed, there were
753 documented reports of sleeping on duty, falsifying information, testing positive for
alcohol or drugs while on duty, and stolen or lost weapons. These 753 actionable incidents
represent disciplinary actions that were reported to the FAMS Human Resources division
between February 2002 and October 2002.”

An audit of the FAMS Operational Integrity Division database for the period June 2002
through March 2004 (a 22 month period) disclosed 717 cases. Therefore, to say we had
753 incidents in a 10 month period is inaccurate. Furthermore, the report cites only the
most serious allegations of misconduct. It must be noted that a large portion of these cases
includes the much less serious, but much more common allegations, such as those made by
airline employees, like rude behavior by a FAM during the check-in process. The FAMS
believe the chart below more accurately reflects the number and type of misconduct cases
for the period of June 2002 through March 2004.

SENSITIVE SECURITY INFORMATION
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*QOther to include: tardiness; failure to follow orders; failure to meet conditions of
employment.

**Firearms Violations to include: mishandling of firearm during training and accidental
discharges.

Another category noted in OIG's appendix A is 143 “Lost or Stolen Government Property
— Includes Weapons.” As the above chart illustrates, during the 22-month period noted, the
FAMS had 17 lost/stolen weapons and 129 cases of other lost government equipment such
as cell phones, PDAs, etc.

Also, please see attached spreadsheet, which details all of the 717 cases.

11.C. Appendix B (p. 35) of the above mentioned report is the “Management Comments” and
outlines 717 FAMS disciplinary actions between June 2002 and March 2004. Please
provide all documentation relating to these actions. Please avoid duplicative material that
would coincide with the above request (11B).
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The above noted Appendix B of the OIG report cites only the most serious allegations of
misconduet. It must be noted that a large portion of these cases includes the much less
serious, but much more common allegations, such as those made by airline employees, like
rude behavior by a FAM during the check-in process. In fact, of the 753 cases only 54 fell
in to the categories cited in the OIG report, as depicted in the below chart.

20
18

Lastly, it is important to note that incidents were “allegations™ of misconduct and not all
were substantiated.
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12. Please provide all complaints received from air marshals and field offices relating to any
matter.

The FAMS SACs all have procedures currently in place to address their FAMs concerns or
issues. The field offices use basic methods of reporting such as the FAM contacting their
immediate supervisor and following the chain of command. Some field offices have
instituted committees called FAM Advisory Panels. The panels are staffed by elected
FAMs. Each squad elects their representative. Meetings are held quarterly and the
information discussed is documented. Each field office SAC provides answers to questions
or concerns in the form of emails to all FAMS personnel within their field office. All of
the SACs related that the flow of information is essential and has been helpful to ensure all
are aware of policies and procedures. This proactive effort has enabled field office SACs
to address issues as they arise.

Since November 2003, the FAMS has received 41 Congressional inquiries sent on behalf
of FAM constituents regarding the following issues: termination (6), hardship transfer
requests (12), work environment issues (7), security clearance issues (3), NBC News
segment (4), dress code (4), EEO complaints (2), leave issues (1), child support (1), and

credit card issues (1). It should be noted that the FAMS has only received
formal complaints from the field or FAMs through these Congressional inquiries.

13. Please provide all policies, procedures, guidelines, regulations and any other materials
relating to the duties and conduct of the FAMS.

See attached.

14. Please indicate how many air marshals have been hired since September 11, 2001. How
many have left on their own accord? How many have been fired?

See attached SECRET annex.
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StranEe Jr., Ernest D. SEnnI
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From: Strange Ir., Emest D. (Don) Sent:Thu 7/17/2003 12:03 PM

To: Movak, John A(HQ-AD)

Ce:

Subject: program directives

John,

The following is a slightly more philosophical approach to program directives.

<< dress code.dog >>

Ernest D. Strange, Jr.

Special Agent in Charge

Aflanta Field Office

Federal Air Marshal Service

Office.; o

Cell: (U

T . | L
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Subject: Dress Code

The dress code as presently written is a conflicted document. It discusses
“professional appearance” and “blending in" as if they are the same. Of course,
they may or may not be the same. Example, -- on a flight from Atlanta to
Washington the FAM wears dress pants and shoes, blazer with dress shirt and
tie. Most would say this FAM is "professional” in his appearance and clearly
“blends in" with the other passengers. Take that same FAM and put himon a
Saturday evening flight to Phoenix on Southwest Airlines (no first class
available). He may be viewed as "professional” but he sure doesn't “blend in".
As a matter of fact, he could not stand out more on a flight dominated by jeans
and cowboy boots. :

I've flown approximately forty times in the past seven months and jeans
are the number one garment common to the majority of the passengers. |
usually quit counting jeans at twenty-five. |'ve never counted mare than four
suits on any one flight. So, if you're "blending in", what do you wear?

| recommend we emphasize “blending in" and, instead of using terms like
*professional”, use a common sense casual but tasteful approach with attire
regulated by field office managers.

Field Offices should report inappropriate attire directly to managers of
other field offices and not involve FAM Headquarters via self-serving email
messages. | recommend FAM Headquarters leave this issue and others like it,
such as facial hair, to the SAICs. If we put too much emphasis on attire at the
Headquarters level, particularly from the Director, we will appear to be focusing
Headquarters' attention at a relatively insignificant issue.

What we wear, where we sit, when we board, how we look, and our
demeanor are all part of a larger issue — the terrorists ability to “profile” us. Let's
not make it easier for them by being predictable and inflexible. The original
directives were written early in our program with the best information available at
that time and well intended. They should not, however, be viewed as written in
stone. As the Federal Air Marshal Service evolves so should our program
directives.
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From: Cahill, Timothy J. FEEE—————E

Sent: Monday, November 22, 2004 5:25 PM
To: Cervenak, Jason

Subject: Follow-up

Jason,

I wanted to follow-up with you on my conversation last week regarding the recent complain!
from the airline industry and the flying hours of "'Becky"™ that I provided you.

I didn't mention I have spoken to the SAC that authored the passage you provided to
myself and John Movak at our meeting last Wednesday. The SAC informed me that he sent
the e-mail to Movak on July 17, 2003. Jochn was the Asst. Director of Field Operations at
the time and as such , the SAC's supervisor. The SAC informed me that his intention for
the e-mail was "food for thought." It was a general philosophical type message covering
several issues to include his thoughts on the policy directive covering the dress code. It
was never intended to be a formal request to consider modifying the dress code according
to the SAC. This same SAC informed me that this past April he submitted a "formal"
opinion paper to his Assistant Director to consider modifying certain aspects of our
scheduling system. All field offices were tasked to submit their opinions regarding
proposed policy change regarding mission deployment. The office's response was in the
form of an official memorandum attached to an electronic message. The proposed policy is
currently under review by the Asst. Director's office. The SAC drew the distinction
between his e-mail message and the memorandum attached to the e-mail. Additionally, the
saC informed me that he forwarded the subject e-mail to his new AD, Ray Dineen, shortly
after Mr. Dineen replaced Movak. The message had the same connotation as the e-mail to
Movak, "meant for phileosophical discussion and food for thought" according te the SAC.
Mr. Dineen vaguely recalls the message but only as a message from a SAC introducing
himself to the new AD and some philosophical type thoughts.

a

I hope this provides some further clarity on this issue for you.

Tim
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Director
Federal mmm_mca

'DuquQmm.

ImﬂdfadminlﬂdldmtfomrdmymmmmHMvedmumdumd
pomhg:mndndjwhmchnmmhmplm _

'wmmm“dhwﬂymmm“ mnintn:ninalmmm:ifdrmlhu -
enables them (FAMS) to perform their mission without drawing undo attention to themselves”
and limits a FAMs ability to “...operate as unidentified and anomymous passengers...” The
mﬁvuﬂwmnwﬂmﬁmmmwm:mmmomﬁh
.crowd. This can be proven easily. Ask any flight crew, ground security coordinator, airport
Pﬂmﬁmmmmm.ﬂmm Such personnel often use
" expressions like “dead giveaway,” “stand out like a sore thumb™ and “can spot them a mile
away” to describe the ease &t which they can identify Air Marshals.

¥ . A&mm&mﬁuaebﬂﬂﬂhmmManummmqmm

'to penctrate an operational system already flled with SOPs that antomatically compromise
FAMs. Allowing Air Marshals to be credentialed and escorted through passenger screening
stations in public view is one example. It is alarming that the TSA is not attempting to reduce the
likelihood of compromise by eliminating this practice and others. A quick remedy is critical
WMWWWWMEM&MMM
consequences are not difficult to imagine since more than 4 dozen people were arrested in' -
August, 2002 as they tried to bring handguns through checkpoints at LAX. I respectfully submit

j mwmwmﬂmmhmnhmmdmﬁﬁrmm

" rather than harder is a grave mistake. -

) Lﬂxﬁmmﬂm‘hﬂiqinﬁe&mm&unddmﬁmimth:wmmagemﬂiuﬂian
3701. It is possible to present a professional appearance without the severe restrictions described
in this directive. Blending in requires training and practice, not a dress code.

MYy perspective is based on more than fifteen years of experience in military special operations
(Navy SEAL), undercover law enforcement (surveillance and arrest of international criminals
L.A.PD.) and high threat private security (Haiti, Africa and elsewhere). Like many others, I re-
enlisted in the Military Reserves and joined the Air Marshal program to help defend our country
after September 11, 2002. It is my hope that the TSA will work aggressively to implement
policiés and procedures designed to support patriotic Air Marshals by providing them with every
pum‘bleadvmmgemthawagaimtmﬁm

ST (07 fer e

William M. Meares [V -
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FEDERAL AIR MARSHAL MISSION REPORT

~Fax compiete report to FAM Operations a1 §09- 4883187
Quad Wer: This report must be completed and submitted pursuan 10 the requirsments outined in Section IIl,
*Reporting Requirements.” m-mmwummm :

Note: “Incidents” Involving Federal Alr Marshais shall be reported separately on FAM Form 1850-20,
~Federal Alr Marshal Incident @ . :

Name of Reporting Official: ___ Meares, Wiiam M.  Contact: 310 SENENNNR,
Daste/TmeofReport: ________ &W/2002 1200

Deta of Mission: ___ &/7/2002 &Mm‘ Flight: S -
Departure Arpor: __GlEB  Time: Wb . A-m-lm- Time: ~ 1028
Saction IiE Reporiing Requiremants: _ Answering "Yes" 1o any of the below quesiions requires the

subrnission of this report. .
' . -. Yes No NYA
1. Were there sny discrepancies with regard to Pre-Departurs Procedures?  [X | 1

2. Wes the identity of the FAM tsam in any way compromised? K
3. Were there any discrepancies with regard to Amrival Procedures? {
Ll. Wers there any discrepancies with regard to Equipment Retrieval/Turm-in? |

= & [

||
— X

|s. Were there any other procadural discrepancies not covered above? | i
Section IV: Description Flasse soe aftachad narmative.

YES AddRtional sheet attached.

[WARNING NOTICE: This document is a record subject to the

of 14 CFR 191.1 eLipq. Releass of Information

FOR OFFICIAL USE ONLY
contained herain is prohibited without the axpress written approval

Public Availability ta be

FAM Form 1850-22 (2-02)

Page 1 of ___
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MEARES,

WILLIAM :
Afission ReporAlls Airport, SRS from @D «o SE, QAR Departing at
@ arriving ot SREER

Summary:
F AMs on mission status were required to transition via the passenger security checkpoint
allowing for the casy identification of FAMs by interested parties.

MMy partner and 1 were escorted by an IR GSC through the passenger security
checkpoint.

At the checkpoint we were required to produce our credentials for inspection by a
police officer in public view. The GSC and police officer were as discrete as possible but

Suggestions:

Eansure that @D understands through education and training that failure to escort FAMs
covertly reduces the effectivencss of the FAM program and may increase the risk to flights
originating at @B by allowing terrorists to easily identify FAMs.

Impose a regulation causing airports to make reasonable efforts to protect the identity of FAMs.

N IR s s 5 5 G G SRS TSN | VISR st i sy
v e e
R R S 1 i RS et

~ Shift the FAM mission to overt security. Pretending to be covert when in fact FAMs are easily
identified due to poor cooperation from some airports and sirlines places FAMs at a serious

Expand the current easily identifisble dress code so FAM3 are less obvious when forced in to a

- less than desirable escort situation or during normal duties. Ground Security Coordinators
routinely state that FAMs stick out like a sore thumb.
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w +
From: =w M Sent: Wed /142002 11:41 AM
Tet
Co e AR
Subjet
Avtachmants: ) ooy Face Sheet Augl3da(27KR) () Menres Nurrative Angl3 doc(24KB) -
wir. Ny

I am very concerned that TSA is not placing nmhnﬂhninmnavinsmﬁmﬂﬂhthlt
surtomatically FAMs. TM!MMIWHHMMHIB.

F AM mission. It endangers FAMs and the passengers. Most GSCs at airports that do this are utterly
unaware that all the airports in the country sre not doing the same thing. As far as they know, taking
F AM;s through the checkpoint is how they are supposed to do. This makes me think that nobody is
talking to them. Please give me some hope the TSA does not intend to accept this as Standard.

The fact that TSA is allowing this to continue instills & tremendous lack confidence for me in this

progmam. Ensuring that SOPs do no sutomatically compromise FAMs will be my primary
" consideration as I evaluate my future as an Air Marshal,
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FEDERAL AIR MARSHAL MISSION REPORT

~ Fax compiete report to FAM Openticns at SR
Qualifler: This report must be compieted and submitted pursuant to the requirements outlined in Section Ili,
WW‘ Thers is no reporting requirement for “zaro discrepancy™ missions.

Notes" “Incidents” iInvolving Federal Alr Marshails shall be reportad saparaiely on FAM Form 1650-20,

“Fedieral Air Marshal Incident
Baction I identification

Narre of Reporting Officiel: ___ Meares, WilliamM." Contact: 310 asiliiag
Date/Time of Report ________ 8/14/02 0900

‘Saciion Ii: Mission Particular
Dates of Mission: ___ 8/13/2002 Ak Carriar gl R——

Fiight «ilih
Departure Alrport: I Time: am» Amtval Aiiport Bl Time: @R

3 Regquirements: _ Answering "Yea" to any of the below questions requires the
I-uhnﬂnnulm-mt.

Yes No MN/A

1. VVere there any discrepancies with regard to Pre-Departure Procedures? (X | ]
(e.g. Check-in Procedurea, Screening and/or Escort Procedures,
'mmﬂm.mmmmm

2. mmmﬂmﬂuh-mhmmthﬂ' (X _ |

3. \Aere there any discrepancies with regard 0 Arrival Procedures? - [ X

4. \Were thers any discrepancies with regard to Equipment Retrieval/Turm-in? [ T X

" |s. \Were there any other procedural discrepancies not cavered above? | X

v: 5 Ploase see attached narative.

Yes - Additional Sheets Attached

WARNING NOTICE: This document s a record subjed io the
provisions of 14 CFR 191.1 el.seq. Release of information . FOR QFFICIAL USE ONLY
contained herein is prohibited without the express written approval Public Availablity to be

* FAM Form 1650-22 (2-02)
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MEARES, WILLIAM :
Mission Report/SUlk Airport, ANgeeasgiilR from S o P, SesenuuRIpRuE—
Departing at S8l arriving st Gl

Summary: ; . i .
F AM3s on mission status were likely compromised by being required to transition to the terminal
via the passenger security checkpoint. -

A ctivity! _.
I William Meares #SEMSR, and my partner UIENNGS Ww
ﬂmm-n‘ﬂmmu at T on

After check in, Customer Service Supervisor NN informed us that she had
escort us to the terminal via the security checkpoint used by passengers. At the checkpoint we
wwould be required to meet another GSC plus present our credentials to law enforcement, all in
public view. I asked if there were absolutely no alternative 1o walking through the checkpoint
since we could be easily identified. She said no, but understood the problem. We spoke st length
about escort issues specificto .

Shﬁpﬁnﬂﬂuﬁmwcﬂymmﬂﬂmﬂhmﬂhwhw

e —————————

RN Yo Wit

She added that she understood how easy it was for people to identify FAMs. The checkpoint is in
public view and requires coordination between several people in order to get a FAM through.
This creates a scene that invariably takes place as a large line of passengers watch. In addition,
several rows of chairs are lined up ficing the checkpoint providing a direct view of the activity.
The chairs are intended for the use of people waiting on arriving passengers exiting the secure
area. These chairs provide an excellent position for anyone to identify FAMSs without drawing
atiention to themselves. -

She further commented on the fact that the FAM dress code was very easy to identify. She said,”
I cam spot Air Marshals in the check in line because they stand out so much and all dress the
. same, The have nice pants and a nice shirt, you guys should be in shorts and t-shirts. We have
undercover officers in the sirport and you could never pick them out because they were different
stuff Why do they make you guys do that?* She diplomatically made the point that FAMs
lacked credibility in trying to get others to treat them covertly since they imposed a dress code
that makes them easy to identify.

CSS WD was extremely professional and genuinely concerned sbout the escort situation.
She expressed her desire to improve her airlines security by trying to develop methods for
escorting FAMs covertly. She seemed frustrated because she lacked authority to make the major
) fcychingnrequﬁ'edtuhnprwethuimaﬁunu- She hoped that something was being
pe.

Suggestions. ' i
- Ensure that @il understands through education and training that failure to escort FAM3 covertly
reduces the effectiveness of the FAM program and may increase the risk to flights originating at
Wby sllowing terrorists to easily identify FAMs
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MEARES, WILLIAM |
4 15100 Report BB Airport, o INNSTEERNS (o SN o NN, CUE —,
Departing at BB wriving at ik

m.mmm-mmwmhmmmuﬂm
Do not originate flights from Sl This would allow FAMs avoid the

by starting and
lwmummrumm-mmwhmmm-“

| s s B g

Develop a shuttle system at Wl to drive FAMs via the ramp tunnel

O s S0 Wh T e 1 ¥ e e e O | oMt G

i —
| R el vt BRI 5 8 e e

Expand the current casily identifiable dress code so FAMs are less obvious when forced into a
less than desirable escort situation or during normal duties. Ground Security Coordinators
routinely state that FAM3 stick out like a sore thumb. One Captain recently told me that he has
nicknamed Air Marshals MIBS (Men In Baggie Shirts) because they are 50 easy to pick out.

Shift the FAM mission to overt security. Pretending to be covert whea in fact FAMSs are easily

iWManMwMMWMFM#.
serious disadvantage.
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FEDERAL AIR MARSHAL MISSION REPORT

Fam comphra rapodt (o FAM Dperatia s o SRS,
Requirements.” mummmmummm

wwmmmmmnmwmnﬂm1ﬂn
“Fod eral Alr Marshal Incident

Quaefifier: This report must be compieted and submitied pursuant 1o the requirements cutfined in Section NI,

Date of Mission: ____ 8/20/2002 ~ Alr Carrior- SRS Flight: Sam
Raquiremants: . Answering "Yes to any of the below questions requires the
submission of this report.
Yoa Na
1. mmmmmmhmum B | ]
(e.g. Check-in Procadures, Screening and/or Escort Procedures,
Aasigned Seating, Boarding, Briafings, Ssarches, eic.)
2. VWas the identiy of the FAM team in any way compromised? X I ]
3. Were there any discrepancies with regard to Arrival Procedures? | B ]
[ VWers there any discrepancies with regard 1o Equipment Retrieval/Tum-in? [ I X
5. \Aders thare any other procadural discrepancies not coversd above? [ X ]
q Pleass see namative. :
'Yes-Additional sheets stiached,
NG document [s a record subject to the
provisions of 14 CFR 191.1 st.seq. Release of information FOR OFFICIAL USE ONLY :
ntained hersin is prohibited without the express written approval Public Avaidability to be ;

FAM Farm 1ARN. 2D MU
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Meares Mission Report Narrative 3-29-02

FAMs on mission status were required to transit to the secure ares via a passenger security
. checkpoint allowing for the easy identification of FAMas by terrorist, passengers or other

Activitn . :
William Meares S} and my partner, INEEENERSNANN, wcre assigned TNRNNNN.
I“M =t O seviving S ut s on TN

During check in at the SN ticket counter I asked the agent how they got FAMS through
security. She stated that I had to go down to the second level where I would have to be escorted
through the checkpoint by an LEO. The LEO would verify my credentials and require ms to sign
‘s logbook. I asked how long they had been doing it that way. She said it had just started because
they weren't allowed to take FAM3 around security any more. I asked who changed to policy.
She said she didn’t know. I asked if there was a GSC available for me to talk 10, At that tims two
agents walked up to the counter. The agent I had been speaking with painted to the pair and said,
“One of them is & supervisor.” | tumed toward the pair and asked, “Ts ooe of you a supervisot?”
‘The pair looked at me and then walked away.

After several minutes I asked the agent if she could try again to locate a supervisor. She walked
out of view for a few minutes then returned. She said, “They said you’re supposed to go
downstairs and they will take you through there.” I told her 1 understood but would like to talk to
a supervisor in order to clarify the policy for a report. :

She walked out of view and then retumed with GEC WINIEENRNNNNN, one of the agents
that walked away from me esrlier. I explained that I was trying to clarify the procedure and
source of the policy requiring FAMs 10 use the pessenger checkpoint. He said, “We have been
‘doing this for months and you are the only problem.” I stated that I was not sure what he meant.
GSC Mg then said in a loud voice near passengers, “We take Air Marshals all the time
through there and you are the oaly on who is complaining.™ I said that I wasn't complaining and
only wanted to clerify the procedure and the source of the policy for the purpose of a report.
GSCUMEEEREN then stated that the TSA had ordered the change and wouldn’t allow them to take
FAM:s sround security anymore, I said, “TSA has ordered you not to escort FAMs 7 Mr.

BN then said, “ 1 don’t know maybe it was the county, or the sheriffs, they tell us the rules
and we follow the rules, that’s all I know.”

At that time GSC WENRNNYNNINNG walked up. Mr. WY asked for my name. I wrote
my name and credential number for him and he walked awsy. I relayed to GSC M that T was
trying to figure out the policy and procedure for the purpose of a report. GSCHEN said,” We
used to be able to escort you but then the sheriffs got tired of coming up and down to check LD.s
30 now you have to go down to them because they are always down there.” She said she didn’t
know for sure where the change came from but that she thought it was the sheriffs because it
made it easier for them. She added that the policy changes so frequently that it could be
something different tomorrow. Ma. Smmsp was sympathetic and seemed to understand that
escorting FAM3s through the checkpoint compromised FAMs, :
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PVicares Mission Report Narrative 8-29-02

lMﬁthM.MthhﬂthMh
Wimma County Sheriff's Deputies at a podium in the center of a wide lobby and then signa -
fogbook. The podium was in plain view of passengers being screened as well as passengens ia
the terminal, Anyone with an interest in identifying FAMSs could easily do it at that location.

X asked the Deputies how long FAMs had been required to check in like this. The deputies said it
Thad just started. They added that the airlines used to escort FAMs around the checkpoint and
they never saw them. They that airlines other than Mgl were still escorting FAMs
around checkpoints. I said that GSCs told me they believed the Sheriff"s Department
might be responsible for the changs. The Deputies stated that thet was sbsolutsly untrue.
According to the deputies (it was responsible for the new policy and implemented it as
an exertion of authority in some kind of power struggie. The Deputies were visibly upset atthe
implication that their department had anything to do with the policy. The Deputies lamented the
check in and log book and stated that they knew the procedure compromised FAMs. The
Deputies suggested I contact Lt. Rl at WIS for further assistance.

1 called EERRNENA and stated that I was trying to determine the sourcs of the policy that required

FAM: to use the passenger SN reflised to comment and stated that I should
address my concerns to Mr. the TSA. I did not attempt to contact Mr.
SN do to time constraints.

Aireralt Brief

During our brief with the crew one of the flight attendants said, *You guys should be wearing
ties so you'll stand out more, that way they sts) will be able to spot you better.” She

added, * You're way to nicely dressed for a flight, if you want to blend in you should
wear sweats and 8 t-shirt. Further comments revealed that she thought FAMs wearing costs was
“retarded.” :

Determine what the escort policy is at llls and whether it was implemented via proper
Ensure thayiSa 8l understands through education and training that failure to escort
FAM;s covertly reduces the effectivencss of the FAM program and may increase the risk to
A flights originating at Ml by allowing tesrorists to easily identify FAMs.

Impose a regulation causing airports to make reasonable efforts to protect the ideatity of FAMSs.
Cause il based FAMs to escort FAMs in transition via their local sirport security badges.

Do not ariginate flights from SEll. This would allow FAMs to avoid the checkpoint by starting
and leaving from the secure area. For this to work, carriers should not be switched in DTW
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Meares Mission Report Nurrative 8-29-02

Expand the current casily identifiable dress code 30 FAMs are less obvious when forced into a
less than desirable escort situation or during normal duties, Ground security coordinators and
airline crews routinely state that FAMs stick out like a sore thumb. One Captain receatly told me
that he has nicknamed Air Marshals MIBS (Men In Baggie Shirts) because they are 50 easy to
pick out. A GSC recently told me that the dress code was a dead giveaway.

mmrmmwmm.w&;hhmthMFm:uuﬂy

identified due t0 poor cooperstion/procedures from some sirports and airlines along with mn
easily identifiable dress code places FAMs at a serious disadvantage.

Obeervations:

PSR wppears less concerned than other sirlines about security.

Tt is not unusual for the cockpit door to be opened while there are in the fromt

IMMﬂhMMﬂhMIMMMmMEMWM
- hmmmmum:wuﬂiumlwm

mu—-—-m
o T R 2 TN 0 R S D IO ot i B SR
WMt pilots rarely address security matters while conducting briefings with their crewa.

N sirpoct personnal consistently seem to be the least cooperative and most resistant to
assisting FAMs in the performance of their duties.

anmﬂhhﬁﬂﬂwumﬁumﬁuh?ﬁum
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FEDERAL LAW ENFORCEMENT OFFICERS ASSOCIATIONMN

P.O. Box 326 Lewisberry, PA 17339

www.fleoa.org
To: Thomas D. Quinn
Director
Federal Air Marshal Service

28 October 2003

The purpose of this letter is to update you on the recent inaugural Federal Law
Enforcement Officers Association Federal Air Marshal Agency President Electior
addition to presenting issues and suggested resolutions of Federal Air Marshals or
behalf of FLEOA. 1 am honored to announce that fellow Federal Air Marshals hay
elected me to the position of FLEOA FAM Agency President position.

All Agency Presidents serve on the FLEOA National Executive Board (NEB) and
have the power to represent the FLEOA National President in that federal law
enforcement agency from which the Agency President has been elected. I would li
to discuss with you, at your earliest convenience, the current issues that have been
brought to my attention by FAM FLEOA members (see attached issues
documentation). These issues affect each and every FAM and, if resolved, would
make a safer and better work/family environment for the FAM. Effective
communication between FAM management and the FAM are vital to building the
both the FAM service and the safe, effective work environment for the FAM. I will
keep FAM FLEOA members updated via personal email and/or via mass mailing ¢
any current issues that are that being addressed by FLEOA concemning FAMS and
your response to such.

1 would like to stress that this is in no way a laundry list of “complaints from
disgruntled employees.” The Federal Air Marshals that have brought up these
concerns are the Agents who desire to stay with this Agency through thick and thin.
They are the Agents with vast experience in Federal, State, Local and/or Military L.
Enforcement. These Agents want this Service to be top notch. In order to achieve th
goal, the Service needs to retain the best we have and to offer an Agency that will
recruit the best in the future.

By presenting these issues to management and having some collaboration in achievi
the presented resolutions, we believe that this Agency can achieve that goal. Whethe
the Service wants to acknowledge it or not, there is an us vs. them mentality that has
permeated this agency. This is derisive and creates animosity amongst Federal Air
Marshals who only want to perform their mission without being compromised by
nonsensical policies. These issues are not necessarily in order of importance, but the:
issues are the most pressing according to our members and fellow FAM's that I have
discussed issues/resolutions with. On behalf of FLEOA, I look forward to working
with you on these issues and any concerns that may arise in the future.

Frank Terreri

Federal Law Enforcement Association
Federal Air Marshal Agency President
P.0O. Box 2311

Sun City, CA 92586
{001 7117145 MANDIT &



AIRLINE PROCEDURES
ISSUES

¥ Certain airline boarding policies place FAM’s and passengers at risk.
FAM's are constantly boarded in front of the other passengers 3-5 minutes
before they board. This practice obviously puts the FAM's cover status in
jeopardy. These inept and potentially hazardous policies prevent Sl
RS i sl s e o RSO e AR TS

s R R b R

>

» FAM'’s should not sign the Law Enforcement Officers Log Book at the
airport security screening points. Each point is requiring that the “log officer”
obtain the following: flight number, destination, airline, phone numbers, etc.
This is done in plain view of passengers transiting through these screening
checkpoints. It is obvious that even a novice surveillance agent could sit near
a checkpoint and determine who, what, and where these logged individuals
are and their destination.

RESOLUTIONS

» Airlines should not dictate how FAM’s will board. The FAM’s safety
should be the first concern, not political correctness. Airline employees
should not compromise the FAM's mission due to laziness and/or ineffective
boarding policies. If we cannot get the airlines to board us properly, assign
FAM's to airports to escort other transiting FAM's. This way we can ensure
FAM’s are not compromised.

» To facilitate movement through airports and eliminate the need for
ground airport personnel, universal SIDA badges should be issued to FAM's
for all airports.

DRESS CODE POLICY
ISSUES/RESOLUTIONS

3 It is understood that FAM Management wants Federal Air Marshals to
present a professional image to the public; however, we rarely interact with
the public as federal air marshals, rather as a fellow passenger. In fact, we
deal less with the public that most other Federal Agents and these Agents do
not have these very restrictive, and ultimately dangerous, codes placed on
them. Our research indicates that exists no other plainclothes federal agency
has such an inflexible grooming and/or dress policy, especially in a semi-
covert status. These agencies deal directly with the public employing less
stringent polices without affecting their duties and/or their "professional”



appearance. Our new agency, The Bureau of Immigration and Customs
Enforcement, does not require its plain-clothes investigators to follow a
military style grooming policy, nor that its agents wear suit coats and tie. On
the rare occasion that the FAM needs to deploy and break out of his/her
semicovert status, professional behavior and actions will enforce and
promote the FAM’s authority, not the manner of dress. Moreover than the
embarrassment it causes the FAM to have people spot us, due to our manner
of dress, and thank us for being there or give us the "thumbs-up* sign as they
walk by, it is potentially deadly to the FAM, crew and passengers on the
flight mission that the FAM has been compromised on. Not only is the
present dress code the isue at hand, but the fact that various rogue field
offices are misinterpreting the dress code is also a major concern. At many
field offices, management is capriciously implementing a more restrictive
and potentially dangerous dress code (i.e. wearing of sports coats, ties, etc.
regardless of mission destination). This is an easily resolvable issue that will
ensure the safety of all in the future. All that is needed is some commeon
sense and confidence in the individual FAM that he/she will dress according
the environment at hand, i.e. Washington D.C. First Class trips as opposed to
Southwest hops from Los Angeles, Las Vegas and Oakland in the middle of
July. If the individual FAM does not follow guidelines, he/she should be
dealt with on an individual basis. This is not only a FAM concern, I suggest
FAM management consult with Ground Security Coordinators, Gate Agents,
pilots, flight attendants and/or any other airline personnel who can
corroborate this assessment that FAM's are easily identifiable by their dress,
and by being identified put all involved at considerable risk.

AIRPORTS AND TRANSFERS/SENTORITY
ISSUES

» There were many promises (real and/or implied) made when FAM's
were hired and obviously many of those promises have not been kept. FAM's
were promised new hubs would be opened and transfers would be readily
accommodated once the program was “set up™.

» There is no standard set of guidelines on how to rank FAM’s in order of
Seniority at the Field Offices.

RESOLUTIONS

¥» Solicit for non-paid moves (also known as no cost to government moves)
from current FAM"s before placing new hires at these available locations.

¥ Set up a database at each hub, by seniority, of current FAM's preference
for relocation, i.e. 1. Miami 2. Los Angeles 3. New York. Compile this
information to facilitate non-paid/no cost to govemment moves/swap of
current employees who desire to relocate (i.e. FAM currently at Miami



wishes to transfer to Las Vegas is linked with a FAM at Las Vegas who
desires to work in Miami. They agree to “swap" their positions, get approval
from management and agree on non-paid move and timetable for move).
FAM’s would utilize their annual leave time and fund the cost of the move to
their new duty location.

¥ A definitive set of rules on how to rank seniority needs to be established
and followed by all field offices

SCHEDULIN

ISSUES

¥ Schedules are not consistent, i.e. one mission may start at 0530 and the
next at 1530 or vice-versa. This does not give the FAM or their family
members any kind of schedule for outside matters, i.e. childcare, spouse
work schedule, ete.

> FAM's would like to fly and train with either set partners or a very small
group of people.

RESOLUTIONS

» Dividing FAM's into shifts and allowing them to bid on shift preference
according to seniority. The shift breakdown can be as simple as start time
before or after 0800hrs. 1400hrs. or 1800hrs. (Or later if flights supported
this request).

Especially when flying out
of your local HUB.

> Allow FAM’s to bid on destination location, i.e. FAM #1 preference:
Honolulu, Dulles and Baltimore. FAM #2 preference: Miami, Orlando and
Atlanta.

> Allow trip swapping with another FAM. By allowing a trip swap, FAM's
can choose times and destinations that improve the quality of life and job
satisfaction for all involved.

» All FAM’s to select overnight/same-day trip preference by seniority.

» Squads already divide FAM Field offices. It should be simple to make a
schedule that allows these squad members to fly and train together.

LEAVE

ISSUE/RESOLUTION

» FAM'S feel the time-line for submitting leave requests is excessive and
needs to be much more flexible.
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FEDERAL LAW ENFORCEMENT OFFICERS ASSOCIATION

P.O. Box 326 Lewisberry, PA 17339
www.fleoa.org

6 January 2
To: Thomas D. Quinn
Director
Federal Air Marshal Service
Mr. Quinn:

I was briefed today by my Team Leader, via phone, of your response to the
FLEOA FAM issues forwarded to your office on 28 October 2003. I ama I:
perplexed at your response regarding the safety concems presented by FLE!
FAM members, not only for their safety, but also for that of the American
public. None of these safety issues presented were addressed nor were the
working condition concerns. The only issue that was addressed was one that
FLEOA did not present, that of dissemination of information to the troops. |
done all that [ could in attempting to contact FAM Management and to get
responses to these pressing concerns, obviously without success.

1 am only an employee and limited in my options, so the FLEOA National
Executive Board will be contacting DHS and members of Congress with the
unanswered concerns. It is our belief that the dress code and boarding
procedures not only put the FAM in dire straits, but moreover, the flying
public. This is due to the fact that not only can enemy surveillance teams picl
out the FAM due to dress (thus determining that the flight is covered by
FAMs), but they can also reconnoiter flights and determine what passengers
are not FAMs due to their dress (i.e. beards, jeans, sneakers = not a FAM) thi
determining that the flight is not covered by FAMs. Unfortunately, some
shortsighted employees felt the need to go to the press and essentially give ot
dress code to the public and the bad guys. This bell cannot be unrung. @®
—— B S S
wHE | D

I have been in Law Enforcement for over 14 years and have been involved in
Labor Management relations during my entire tenure. My Bachelor's Degree
is in Labor Management Relations and I finished top 10 in my graduating
class. I can honestly say that I have never dealt with management officials wh
were so unresponsive to employees concerns, especially valid safety concerns
Once again, let me point out, these safety concerns are not being voiced by
disgruntled employees, nor am I a disgruntled employee. Never in my entire
Law Enforcement career have I been disciplined, proposed for discipline or
received lower than an excellent performance rating. [ have volunteered
whenever needed for special missions and will continue to do so.
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www.fleoa.org

The mentality of the FLEOA members is the same. These are the men and
women who are consummate professionals and are only asking that commc
sense policies are employed, i.e. dress code policy. There are offices who n
their FAMs wear full suit and ties, not too practical considering that we are
issued holsters, magazine carriers and handcuff cases that are all womn on t}
outside of our belts. This translates to the FAM flying in full suit during the
whole flight. And what other law enforcement agency makes their "semi-
covert" agents wear ties (much less follow a military grooming standard); tl
is an unbelievable safety hazard.

In closing, I consider it a great failure that we are the only Agency in the
Federal Government where the FLEOA Agency President doesn’t have dire
contact with the head of the Agency, and in this case, no interaction with up
management at all to discuss employee concerns.

How unfortunate it is that personnel outside of our Agency, on both ends of
spectrum, will be discussing and attempting to solve our Agencies problems
because we were unable to communicate effectively.

Respectfully,
=

Frank Terreri

Federal Law Enforcement Association
Federal Air Marshal Agency President
P.O. Box 2311

Sun City, CA 92586

(909) 233-7345 MOBILE

(702) 993-8463 FAX
FLEQOAFAMPRESIDENT@MCHSL.COM
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NOV-18-2004 THU 07:14 AM TSA FAX NO. NS P. 05

Pagelof1l i
Stranﬁe Jr., Ernest D. (Don) '

From: Novak, John A Sent:Thu 5/8/2003 6:16 PM
To: FicldOpsSAIC_All

Ce: HQFizldOps_all

Subject: Strategic Issues

Attachmenis:

We will be having a "Strategic Mceting” on or about May 19 concerning the FAMS, We are asking each of you to
address issues which you see as sigmificant issues affecting this orpanization. (Current and Furture) %@P
Ma

and with your top 5 issues...or mare if you have them. These will be due by COB: May
nks, ~ i

INFORMATION CONTAINED NI FAM SERVICE EMAIL OR OTHER DOCTUMENTS FROM THE FAM
SERVICE 15 LAW ENFORCEMENT SENSITIVE AND INTENDED FOR OFFICIAL USE ONLY. NO PORTION
OF ANY DOCUMENT CAN BE RELEASED TO THE MEDIA. THE GENERAL PUBLIC OR SENT OVER NON-
SECURE INTERNET SERVERS. RELEASE OF ANY FAM SERVICE DOCUMENT, CORRESPONDENCE OR
LAW ENFORCEMENT SENSITTVE MATERIAL COULD ADVERSELY AFFECT OUR MISSTON OR
JEQPARDIZE INVESTIGATIVE ACTIVITIES.

John A. Novak

Deputy Assistant Diractor
Transportation Security Administration
Federal Air Marshal Service

Field Operations

o

o
R ]



NOV-18-2004 THU 07:14 AN TSA FAX NO. RS P. 04

Page 1 of 1

Strnngc Jr.. Ernest D. (Don
Movak, John A

e R N e 10 SRS W O

To...

Ceuw

Bee.-
Subject: Strategic lasues
Aftachments:

] recommend that the Federal Air Marshal Service (FAMS) establish a Special Agent in
Charge (SAIC) Advisory Board to review FAMS policy and pracedures and to advise the
Director.

The SAIC Advisory Board will:

Report to the Director who will chair the meetings
Meet every two months or as needed by the Director

« Consist of five SAICs who will rotate at one year intervals

« Discuss issues of interest to the Director and the FAMS to include, but not

limited to:

firing range acquisition

allocation of manpower and location of offices
boarding and seating policy

SAIC discretionary transfers

dress and appearance policy

research and development of new weapon
recruitment, hiring and retention issues

career development

etc.

John, this is just a general draft. I have in mind details regarding selection of SAICs to
Adyisory Board, one SAIC acting as co-chair, selection of agenda items, presentations to
Director and Executive Staff, rotation of SAICs, vetting of issues and findings through all
SAICs, etc.




Apr 1 8 2005 13:28 HP LASERJET FAX

PRI .. e fe

rage 1 o

m,,._, wwmin' ‘M Sent:Set /62002 1023 AM &

?.;j-uh_l.‘.nh
AtRarhmenis

No doubt it has been relayed in some manner that two guys sitting in @il wearing coats is nearly _
comical if trying to be covert. The Director has ensured an easy method for evil doers to identify
F.AM's. The fact that this policy has been implimented demonstrates an alarming lack of

operstional comman sense and gives me serious reason to re-evaluate my recent career change.
Respectfully, :
William Meares



Apr 18 2005 13:32 HP LASERJET FAX _

rage 1 ot

M
From: Eﬂnﬁnl‘l Sent: Thu 8/22/2002 8:24 AM

T

Subjects Admiral Loy Response

Attachmrntsy

Mr_
1 respectfully disagres with Admiral Loy on two main points:

Dress Code:

Our overly restrictive dreas code does not need to be published for it to endanger Air Marshals. Ask
anyone with even the most casual contact with FAMs and they will tell you without hesitation that
they can spot  FAM a mile away due to dress, A dress codeis & checklist that provides temrorists an
additional method to identify FAMs. _

Riddled With Problems:

The fact that at many airports required FAMSs to enter secure areas via passenger check points is a
serious problem. This automatically compromises FAMs before they get on the aircraft. The number

L of airports where this is the SOP is alarming. A system filled with operational procedures directly
counter to the mission of its agents is riddled with problems.

Imwmmmmmmmﬂ.rmmmmwmmmm“
like it can quit. Developing operstion procedures that do not sutomatically compramise me will be
the primary factor I consider as I evaluate my future as an Air Marshal. _




08/28/02

I have some suggestions for our security and safety in performing our duties as Federal
Air Marshals. Iknow that being such a new agency and with all the changes in
airport/airline security throughout the country there is going to be problems. But, the
TSA is supposed to be in charge of this and we need to standardize the way things are
done. There should be one way for all airlines and at all airports for how we get our
tickets, get through security and board the aircraft. The TSA should decide how this is
done not the airports or airlines.

I suggest that we get our tickets at a gate in the vicinity of the gate we are departing from
in our home airport or when we fly in and do not leave the secure area before we fly out.
When we are not at home and when we have left the secure area for some reason we
should go to the ticket counter and get our tickets. There should be a standard discreet
way for us to be taken into the secure area. This is not happening now. In EEMSESE
when flying Willilemmed, they walk FAMS past the people who are having additional
searches done to their bags. In‘ they walk you over to the security checkpoint and
you show your credentials 2-3 times and walk through the magnetometer setting it off. .
This causes all the passengers waiting who weren’t watching the FAMS to look upat .
them. Iam not sure about how to solve the problems with getting through security
because every airport is different but it definitely needs to be reviewed for our safety and
secrecy.

I do have a suggestion for boarding the plane. Currently in most places but not all we are
In some places this is discreet and some it is

not at all. Then there are places that they won’t Sl NN | have discussed

this with my multiple partners and my father who is a Captain with

and I believe there is a solution to the lack of consistency and security with boarding.

The TSA needs to put out our briefing to all pilots and flight crews. The briefing is

virtually the same and most pilots and crews have heard it already. We should get our
tickets; get to the secure area and board as normal passengers. m

I believe that we should board as normal passengers because no matter what you do if
you are pre-boarded the passengers who want to figure out that you were pre-boarded can
figure it out. Also, under the current conditions I have to identify myself to anywhere
between 5-10 airline employees per flight. Many of these employees are not discreet and

. state out loud what we do. Due to the restrictions on our dress, many of these employees
can identify us by sight. This is bad because the can share this information with friends
and family. We need to be more secretive and blend in more. The flight crew doesn’t
need to know who/where we are because if the don’t know they will do there job
normally S e e R . T At identify us
accidentally or under duress and they won’t involve us in problems that we shouldn’t be
involved in if they don’t know about us.



I know that boarding as normal passengers Vil

S Also, I believe the curtains on the aircraft should be open at all times. Whether
we are on the aircraft or not, the passengers and the flight crews need to be able to see to
the front and the back of the aircraft. The passengers and the flight crew are our only
defense it we aren’t on the plane and they need to see what’s going on just as we do to
stop an incident. "iheash Simtsntel. and¥midematil] shut their curtains sometimes. If
these airlines only keep the curtains open when FAMS are on board than that could
possibly flag us.

Thanks for your consideration,

R M



TRANSPORTATION SECURITY ADMINISTRATION

Federal Air Marshal Service
6380 S. Valley View Blvd
Suite #338

Las Vegas, NV 89118

08/29/02

I previously submitted the following memo. Ihave made some changes but due to some
recent information I have found out I would like reiterate my concerns. dllE—
Airlines Operations in SNl keeps a FAM LOG. I have seen it and that is the title.
They hand write all FAMS names, flights, and the supervisor who is meeting them on it.
hin_&ulls up a computer-generated list of FAMS that are flying in and
out of there everyday. Again it lists names and flight numbers. When I questioned the
supervisors of IS an ey said that was the only way the could keep track
of the FAMS they were escorting on to the planes. . This would be unnecessary if we
boarded with the normal passengers.

Updated Memo:

I have some suggestions for our security and safety in performing our duties as Federal
Air Marshals. Iknow that being such a new agency and with all the changes in
airport/airline security throughout the country there is going to be problems. But, the
TSA is supposed to be in charge of this and we need to standardize the way things are
done. There should be one way for all airlines and at all airports for how we get our
tickets, get through security and board the aircraft. The TSA should decide how this is
done not the airports or airlines.

I suggest that we get our tickets at the ticket counter. We should identify ourselves at that

time and the GSC or supervisor should di ly check our credentials. This should be
the only time we show our credentials. b
B I L T S
JOeeaeele: Thcre needs to be an override in the computer that has no

explanation for why we aren’t selected for search. There should be a standard discreet
way for us to be taken into the secure area. This is not happening now. In IESEG—_G_.S,
when flying SR they walk FAMS past the people who are having additional
searches done to their bags. In'Wilils, they walk you over to the security checkpoint and
you show your credentials 2-3 times and walk through the magnetometer setting it off.
This causes all the passengers waiting who weren’t watching the FAMS to look up at
them. I am not sure about how to solve the problems with getting through security
because every airport is different but it definitely needs to be reviewed for our safety and
SEcrecy.

1 do have a suggestion for boarding the plane. Currently in most places but not all we are
taken out on the runway and pre-boarded. In some places this is discreet and some it is
not at all. Then there are places that they won’t escort us on the ramp. The TSA needs to
put out our briefing to all pilots and flight crews. The briefing is supposed the same and
most pilots and crews have heard it already. We should get our tickets; get to the secure
R S iR R B v s i T

araa and hnard ag normal nagcencers



I believe that we should board as normal passengers because no matter what you do if
you are pre-boarded the passengers (terrorists) who want to figure out that we were pre-
boarded can figure it out. Also, under the current conditions I have to identify myself to
anywhere between 5-10 airline employees per flight. Many of these employees are not
discreet and state out loud what we do. Due to the restrictions on our dress, many of
these employees can identify us by sight. This is bad because they can share this
information with friends and family. We need to be more secretive and blend in more.
The flight crew doesn’t need to know who/where we are because if they don’t know they
will do there job normally which is what we ask them to do when we brief them. They
can’t identify us accidentally or under duress and they won’t involve us in problems that
we shouldn’t be involved in if they don’t know about us

I know that boarding as normal passengers Sl et ———— ;.

FAMS. Also, I believe the curtains on the aircraft should be open at all times. Whether
we are on the aircraft or not, the passengers and the flight crews need to be able to see to
the front and the back of the aircraft. The passengers and the flight crew are our only
defense it we aren’t on the plane and they need to see what's going on just as we do to
stop an incident. = SNENER, and Swle still shut their curtains sometimes. If
these airlines only keep the curtains open when FAMS are on board than that could
possibly flag us.

Thanks for your consideration,



Subject:

From:

To:

MEMORANDUM

TRANSPORTATION SECURITY ADMINISTRATION
Federal Air Marshal Service

INFO N Date: 02/20/03

B
i s e

1 previously submitted the following memo. I understand that these issues are going to be
discussed at the upcoming SAIC conference and I wanted to give some information from
the field. Sammissssat Airlines Operations in PR keeps a FAM LOG. [ have seen it
and that is the title. They hand write all FAMS names, flights, and the supervisor who is
meeting them on it. Wil Airlines in Sl pulls up a computer-generated list of FAMS .
that are flying in and out of there everyday. Again it lists names and flight numbers.
When I asked the supervisors o d Yl about these practices they said
that was the only way the could keep track of the FAMS they were escorting on to the
planes. This would be unnecessary if we boarded with the normal passengers.

Updated Memo:

1 have some suggestions for our security and safety in performing our duties as Federal
Air Marshals. I know that being such a new agency and with all the changes in
airport/airline security throughout the country there is going to be problems. But, the
TSA is supposed to be in charge of this and we need to standardize the way things are
done. There should be one way for all airlines and at all airports for how we get our
tickets, get through security and board the aircraft. The TSA should decide how this is

done not the airports or airlines.

I suggest that we Gl NEEENNNNE. \V : should identify ourselves at that
time and the GSC or supervisor should discreetly check our credentials. This should be
the only time we show our credentials to airline employees. The GSC/supervisor should
get us tickets that are not shown to be a selected passenger for search. This needs to be
done without identifying us as diplomat, LEO, or military (currently some airlines
identify us as LEO/Diplomat). There needs to be an override in the computer that has no
explanation for why we aren’t selected for search. There should be a standard discreet
way for us to be taken into the secure area. This is not happening now. In (RGN,
when flying wsisgmmes they walk FAMS past the people who are having additional



searches done to their bags. In Il they walk you over to the security checkpoint and
you show your credentials 2-3 times and walk through the magnetometer setting it off.
This causes all the passengers waiting who weren’t watching the FAMS to look up at
them. I suggest that we are escorted by TSA officials either by calling a phone # or going

to a specific location. Another idea would be a National SIDA badge and then we could
go around security ourselves.

I do have a suggestion for boarding the plane. Currently in most places but not all we are
taken out on the runway and pre-boarded. In some places this is discreet and some it is
not at all. Then there are places that they won’t escort us on the ramp. The TSA needs to
put out our briefing to all pilots and flight crews. The briefing is supposed the same and
most pilots and crews have heard it already. W ickets; get to the secure
area and board as normal passen

I believe that we should board as normal passengers because no matter what you do if
you are pre-boarded the passengers (terrorists) who want to figure out that we were pre-
boarded can figure it out. Also, under the current conditions I have to identify myself to
anywhere between 5-10 airline employees per flight. Many of these employees are not
discreet and state out loud what we do. Due to the restrictions on our dress, many of
these employees can identify us by sight. This is bad because they can share this

information with friends and family. “E———————

Boarding with the passengers would allow us to observe the passengers in the gate area.
This doesn’t happen very often now due to the lack of time we have since we board early.
It would allow us to possibly avoid problems through surveillance in and around the gate
area. Irealize that if we board with the passengers this may cause problems with other
LEO’s. I believe that the airline GSC/Supervisor can give us information on them and
the LEO’s information on us.

Thanks for your consideration,



Fax complete report to FAM Operations a“
Qualifier: This report must be completed and submitted pursuant to the requirements outlined in Section lil,

"Reporting Requirements.” There is no reporting requirement for "zero discrepancy™ missions.

Mote: "Incidents” involving Federal Air Marshals shall be reported separately on FAM Form 1650-20,
"Federal Air Marshal Incident Report.”
Section I: ldentification

Name of Reporting Official: Syl Contact #: 702 D
Date/Time of Report: _10/14/02 0830

Section Il: Mission Particulars

Date of Mission: _10/13/02 Air Carrier: (iSRS Airlines Flight #:_Jilm
Departure Airport: S Time: B Arrival Alrport: ! Time:
'Section lll: Reporting Requirements: Answering "Yes" to any of the below questions requires the
lwhmissiun of this report.

: Yes No N/A
1. Were there any discrepancies with regard to Pre-Departure Procedures? | % | |

(e.g. Check-In Procedures, Screening and/or Escort Procedures,
Assigned Seating, Boarding, Briefings, Searches, etc.)

2. Was the identity of the FAM team in any way compromised? [ x g |

3. Were there any discrepancies with regard to Arrival Procedures? E | | X
4. Were there any discrepancies with regard to Equipment Retrieval/Turn-in? ] I | X
5. Were there any other procedural discrepancies not covered above? E | | X

Section IV: Description See attached information.

Yes - No Additional Sheets Attached?

'WARNING NOTICE: This document is a record subject to the
provisions of 14 CFR 191.1 et.seq. Release of information FOR OFFICIAL USE ONLY
ntained herein is prohibited without the express written approval Public Availability to be

the Director, Federal Air Marshal Service, or his/her designee. Determined under 5 U.S.C. 552




'beacﬁpt’mn (continued):

Yes - No Additional Sheets Attached?

WARNING NOTICE: This document is a record subject to the
provisions of 14 CFR 191.1 et.seq. Release of information
icontained herein is prohibited without the express written approval
of the Director, Federal Air Marshal Service, or his/her designee.

FOR OFFICIAL USE ONLY
Public Availability to be
Determined under 5 U.5.C. 552




On gl 488 My partner, NGNS and | were on MNEEEES Airlines
flight Wl from @I to @R and @R to @A The flight was weather delayed
in LAS for thirty minutes. The gate agent for Sl in W said she would
call ahead to BUR and SMF. She was going to inform them we were coming and
that we would be late to prevent any problems. In ik everything was fine
and we stayed on the plane to continue on to MEEEEEEEe We arrived at P at
1010, one hour late according to our schedule. When | came up the ramp in
WS, FAM e was talking with the customer service representative. He
identified himself, showed his credentials, requested a GSC to get our tickets and
to escort us onto the aircraft. FAM @lllmalso asked that the representative call
the gate we were suppose to leave from and request them not to board for a
minute until we could be boarded. When the GSC, NN, arrived he
had our tickets but all three of us could see they were already boarding for our
flight 4@ He said to follow him and he would take care of us. We went out of
the public’s view and showed our credentials, signed our tickets, and received
our boarding passes. GSC il walked us over to our gate to board. He told
the gate agent, Ops. Supewisorﬂ. “these guys are late inbounds
and | need to get them on this plane™. GSC then said he has already
checked our “ID’s". We expected to go on behind the 15-20 persons that had
already walked down the ramp to board. Ops. Supervisor il allowed us to
pass her but she immediately stopped the boarding process and followed us
down the ramp. | said to her “ Excuse me, can | asked what you are doing?” |.
was concerned that she was drawing an excessive amount of attention tous - -
after GSC Wl had been as discreet as possible. She said “| have to inform .
the Captain about you”. | said that we could and would take care of informing the
Captain. | didn't want her to go with us and draw more attention to us. | was
already concemned that she had stopped the boarding process when we passed
her at the top of the ramp. She said no “l| have to inform the Captain”. | said
okay but that | would stay back and talk with the Captain separately from her.
FAMWEES and | agreed that | would go to the Captain and he would take his

seat. If the Captain felt he needed to see FAM credentials also, he would
go back to the flight deck after | was seated. While we were discussing this Ops.
Supervisor il had gone on the plane around the 10-15 people waiting at
the door of the plane.

@ returned to us at the end of the line of 10-15 people. She said “ You two
have to come back to the top and wait for the Captain”. | said "Can't we wait
here for a minute?" because | didn't want to go to the top where the other 120
people were waiting in line to enter the ramp for boarding. She began walking up
the ramp turned to us and said “Come Onl!". We followed her to the top of the
ramp and she pointed to a pilot that was on the phone and said that might be
your Captain. Ops. Supervisor "l then started the boarding process with
the 120 people we had just passed coming back up the ramp. FAMWEERand |
discussed the situation. We decided he would wait to talk with the Captain and |
would call FAM operations. While | talked with WSS, the FAM Operations
watch commander, (il boarded all the passengers.



| explained what had occurred and WC (il said for us to stand down that he
would get us on another flight home. In addition, to explaining the specifics, | told
him that our cover was blown by SNl She had not been discreet, she didn't
trust us to inform the Captain, she had stopped the boarding process, and she
brought us back up the ramp in front of the 120 passengers. Also, we would not
have tactical positions on the plane because h

| told WC g we would go on the flight but that | felt very
uncomfortable due to everything that had occurred.

FAM Tl and | briefly discussed everything with the Captain and told him to go
ahead that we weren't going to be on his flight. He said he had watched
everything and he agreed with us that we shouldn't take the flight. FAM Wl
and | have both boarded planes and informed the Captain without the assistance
of the gate agent in similar circumstances. We do not understand with our Top
Secret security clearance and our other training why we were seen as incapable
of doing this by Ops. Supervisor Il We have also boarded aircraft with
partial crews on but not the Captain and never had a problem. It seems to be
unclear to many Airlines on how to handle us when boarding the aircraft. These
problems seem to be increasing based on my experiences.



Federal Alr Marshal Service

Las Yegas Field Office

6380 5. Valley View Blvd., Suite 338
Las Vegas, NV 89118

(702) 163-8756

U.S. Immigration
and Customs
Enforcement

Interoffice Memorandum

To: ATSAIC S

From: FAM Sl

Date: January 18, 2004

RE: Suggestions for schedule improvement

Per a conversation with ATSAIC NP of scheduling concems he suggested that I list the issues with
possible suggestions for improvement.

This memo is intended to be used as possible suggestion and solutions only. This is in no means scribed as a
complaint form.

I have reviewed 100% of all FAM flight schedules and interviewed 35 FAMS assigned to the LASFO. After
almost two years the method of scheduling has not improved. We have been told that we would not have Wl

and that only lasted 1-2 schedules. We were told scheduling was going to cut back on
the South West flights and that only lasted 1-2 schedules. Most of those interviewed would like to have
training as to how the schedules are developed and more training to the potential health affects of constant
flying. The biggest concerns with the current flight schedules of the 35 FAMS polled are:

Health issues & fatigue
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Erratic start times (5 am one day, then 10 am the next, then back to 5am the following day)
S TR AR 2 S SIS S e Sy S R OB yosEe R 0L

10 hour scheduled days will almost always turn into 12 plus hour days.

FAMS are experiencing headaches, nausea, joint pain and muscle cramps on days with more than
three assigned flights.

9. More than a §iilletayover is burdensome and to much time. SN :re perfect.
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13. Some FAM's routinely are scheduled 7-8 over-nights a schedule, while others receive only 2-3.
FAMS that want overnighters should be able to request more. Those that want less should be assigned
a minimum amount (3-4)

14. Not being able to bid for show-times ( example: before 9am or after 9am) FAM's interviewed were at
about a 50/50 split.

T — Dl
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Federal Air Marshal Service

Las Vegas Field Office

6380 5. Valley View Bilvd., Suite 338
Las Vegas, NV 89118

1702) 263-8756

U.S. Immigration
and Customs
Enforcement

Interoffice Memorandum

To: ATSAIC Wil

From: FAM W

Date: January 18, 2004

RE: Suggestions for schedule improvements

This memo is per a conversation with ATSAIC <SS During this conversation Mr. Korniloff
suggested that I list some of the scheduling issues with possible suggestions for improvements.

This memo is intended to be used as possible suggestions and/or solutions only. This is not a complaint and
is in no way intended to belittle management.

I have reviewed 100% of all FAM flight schedules for the period of 01/11/04-02/08/04 and interviewed R
FAMS assigned to the LASFO. After almost two years the method of scheduling has not improved. We were
told that we would have reasonable hours on our ¥R 2nd that only lasted 1-2 schedules. Most
of the FAM’s interviewed would like to have some form of training as to how the schedules are developed
and more training regarding the potential health affects of constant flying. Schedules should be developed that
work for the FAM and (FAM Service) that will enhance the FAM’s abilities to perform their job under
extreme pressure, taking into account the natural stress and tension associated with daily flying. Schedules
should be developed that will maximize alertness and fitness, which in return will reduce fatigue. A survey is
suggested office wide to determine start times and thus an attempt could be made to pair daily partners with
preferred start times (within reason). If the scheduling department could develop flight schedules getting the
full use of the Sabor System parameters, FAM’s would be able to practice better future time management and
make better use of annual leave, doctor appointments, child care etc. The local offices would also benefit
from less abuse of emergency annual or sick leave and there would be less daily scheduling conflicts. If we
know in advance of an activity, family function, or doctor appointment taking place, we should be able to
schedule a specific airport arrival time for a certain day. This would reduce the need for the FAM to call in
sick or request emergency leave due to an event that only requires a couple of hours either at the beginning or
the end of the day. The LASFO should continue to make every effort to set the standards for improvement for
the entire agency during these critical infant years. The LASFO could be the front-runners in applying some

of these suggestions for scheduling improvement.
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Listed below are suggestions and concerns with the current flight schedules of the 35 FAMS polled:

1. Health issues & fatigue. Sinus and ear problems are becoming a major concemn.

2. EEEEEEheans SRR, < ould be reduced to a minimum unless
volunteered for Jilguniiniis

5. The scheduled show times (g . rin g the week instead of staying consistent. This
typically gets the FAM o

10 hour scheduled days frequently turn into 12 plus hour days.

9. Weg days is too much flying in one day on a continual basis. Keep all schedules to no more than
three legs in one day when possible.

10. FAMS are experiencing headaches, vertigo, sinus and ear problems, nausea, joint pain and muscle
cramps. These problems increase on days with more than 3 legs.

11. More than a fourteen hour layover is burdensome and to much time. 12-14 hours are pe

12. @ 5

13. 8-9 hour maximum schedules only, weissrgiseat-or the sesnuRa———————.
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15. Some FAM's routinely are scheduled 7-8 over-nights for the month, while others receive only 2-3.
Spread the wealth around with an equal amount of overnights with equal fly hours. FAMS that want
overnighters should be able to request more. Those that want less should be assigned a minimum
amount (3-4) a schedule.

16. FAM's would like to be able to bid for show times (example: before 0900 or after 0900) FAM's
interviewed were at about a 50/50 preference of those that would rather come in early and those who
would choose later times. (This can be done as professional pilots & flight crews are bidding for their
start times using the same Sabor System currently used by the FAM program).

17. “m
18. mm—-l—-_ﬂ-

20. Each HUB should have their own 24 hour OPS/MOC and more control of the schedules.

21. Less ten-hour schedules and more eight-hour scheduled days this will allow the FAM to maximize
their family life during the week.

22. Some FAM's seem to get the same airlines more than others. i.e. i igmenER,. . . spread
the wealth and make it equitable.

23. FAM’s don’t mind an occasional tough schedule once in awhile, as long as we receive a decent
schedule occasionally. Throw us a “bone” now and then.

24. The health and mental well being of the FAM should be more important than the scheduling statistics.
This will create loyal employees for the agency. Scheduled LEAP is not worth all the health
problems.



Federal Air Marshal Service

U.S. Department of Homeland
Security

P.O. Box 51522

Irvine, CA 92618

U.S. Immigration
and Customs

Enforcement
September 7, 2004
INFORMATION
MEMORANDUM FOR: Whom It May Concern
THROUGH: ATS AC ol
FROM: FAM William M. Meares IV
SUBJECT: Resignation
Purpose
Motification of resignation from the Federal Air Marshal Service (FAMS) effective the above date.
Background

On September 11, 2001, terrorists hijacked four airliners and successfully used them in the most
devastating attacks ever launched against our homeland. As part of the emergency response to the
attacks, President Bush and Congress expanded the Federal Air Marshal program from a handful of
agents to several thousand. Their intent was to develop a highly trained security force that could
discourage or defeat would be hijackers.

Regrettably, this goal has not been met. In reality, Federal Air Marshals have been set up for failure by
their service's own, operational procedures, policies, and mind set.

Discussion

As originally conceived, a Federal Air Marshal (FAM) is an armed, well-trained, completely anonymous,
undercover security agent. Anonymity serves an Air Marshal as both a deterrent to potential hijackers
and as their most powerful tactical asset should a takeover be attempted in flight. Without anonymity, an
Air Marshal is reduced to a target that need only be ambushed and eliminated or an obstacle that can be
easily avoided.

Unfortunately, the executive level of the Federal Air Marshal Service has failed to acknowledge this fact.
Instead, due to misguided priorities, inflexibility, and the consequences of cronyism, managers have
stripped away any hope that Air Marshals will remain unknown to determined terrorists. In effect,



handing the element of surprise to our terrorist adversaries. FAM Service management has accomplished
this in several ways:

e Policies and procedures have been implemented that result in the easy identification of Federal Air
Marshals during the performance of their duties.

e The executive level has refused to acknowledge, or react to, the chorus of warnings from flying
FAMSs, members of congress, pilot’s unions, flight attendant’s unions, and passengers regarding
operational procedures that unveil them to the public and potential terrorists alike.

e FAMS executives repeatedly release detailed personal, operational, and tactical information that can
be used to defeat Air Marshals.

e Upper level management was filled by retired secret service agents, with retired secret service agents,
who possess no aviation security experience or training.

e FAMS executives continually underestimate terrorist capabilities and base policies and procedures on
a foe perceived to be ineffective.

e Management priorities are directed toward creating longevity for the Federal Air Marshal Service
rather than ensuring that flying FAMs have every advantage if confronted by terrorists.

These problems are exasperated by the Federal Air Marshal Service's willingness to mislead on many
levels. A short list includes:

e Mischaracterization and minimization of the nature and scope of the concern for security reported by
the vast majority of flying Federal Air Marshals.

Mischaracterization of the training and effectiveness of the Federal Air Marshal Service.
Mischaracterization of the attrition rate and its effect on deployable Federal Air Marshals.

Omission of the impact on individual FAM readiness due to incremental workload increases.
Misstatements regarding known terrorist tactics and the denial that FAM Service policies cause Air
Marshals to be vulnerable to such tactics.

The Federal Air Marshal Service portrays FAMs as anonymous agents working behind the scenes to
protect the country. In reality, Federal Air Marshals are only anonymous when it sounds good for the
latest headquarters press release. Current policies and procedures have effectively eliminated the
unknown element for terrorist planners. There is no question that terrorists, using known tactics and
methods, can easily determine whether or not a particular flight is covered by Air Marshals. When
combined with videos released by the FAM Service that demonstrate the exact methods FAMs use to take
back an airliner, and a myriad of other management missteps, terrorists have been given the clear
advantage.

It is apparent that in spite of the best efforts of many people, including myself, that the trend toward
compromising Air Marshals will continue. In the latest demonstration of this fact, the Federal Air
Marshal Service has mandated that FAMs on mission status lodge at hotels assigned by the FAM service.
The procedure (although omitted from the written policy) requires that Air Marshals call ahead to ask for
a prearranged rate that identifies them as Air Marshals. This requirement reveals Sensitive Security
Information (SSI) to unscreened hotel employees plus warehouses FAMs in a way that makes them
vulnerable to known terrorist methods of attack. Consistent with FAMS management mischaracterization
of the facts, a spokesman for the Service stated that among other reasons, the policy was implemented for
FAM safety.

At this point it is painfully clear that little possibility exits for the FAM Service to deliver what the public
believes it is receiving. To continue to be a participant in a system that I know is ineffective and
dangerous would require an ethical compromise [ am unwilling to make.



It has been alarming and disappointing to watch how FAM managers have squandered their opportunity
to fulfill such a critical mission at such a critical time. This, even though they had at their disposal among
the best qualified and most dedicated citizens America has to offer. Experts and veterans from a wide
range of elite military and law enforcement units. Individuals that in many instances left lucrative private
sector jobs with optimal quality of life and family benefits in order to answer the call and place their lives
on the line in defense of their country. Rather than capitalize on this resource, FAMS managers have
chosen to ignore or ridicule the serious and legitimate security issues raised by the men and women
deployed on flights every day. It is telling to consider that qualifications that separated a few thousand
Air Marshals from a pool of 250,000 applicants are apparently insufficient to qualify those Air Marshals
to make assessments regarding operational safety and security.

Some reading this memorandum will know that mysposition is well founded and well documented. My
perspective is based on more than seventeen years of combined experience in military special operations
(Navy SEAL), undercover law enforcement (L.A.P.D.), private security and investigation (domestic and
foreign), and federal law enforcement (FAM). I received top honors at FLETC for academics and
shooting, received the Top-Gun award at Phase Two training, and received the Distinguished Graduate
Award in the Los Angeles Field Office Instructor Evaluation Course. | have been selected as an assistant
supervisor, served as an Acting ATSAC, Acting Training Officer, and a Firearms Instructor. I have been
commended repeatedly by the Federal Air Marshal Service including the receipt of a Federal Cash
Award. An extensive surveillance background has qualified me to testify as an expert regarding law
enforcement surveillance operations in various felony proceedings. I have authored dozens of reports
outlining security vulnerabilities in the Federal Air Marshal Service. I have not received official
feedback on any but one report. At that time I learned that some of these reports had not been forwarded
but remain in a drawer at the Los Angeles Field Office.

If terrorists are successful in another 911 style attack it will represent a catastrophic failure of the
Department of Homeland Security and specifically the Federal Air Marshal Service. Very likely,
terrorists will have identified and exploited all of the advantages that the managers of the Federal Air -
Marshal Service have provided to them.

A dditional

I have forwarded copies of this memorandum to the below listed people since, according to the
Government Accounting Office, the Federal Air Marshal Service does not have a system in place to
compile and store data on the reasons Federal Air Marshals resign.

CC:  Senator Barbara Boxer
Senator Diane Feinstein
Senator Herb Kohl
Senator John McCain
Senator Zell Miller
Congressman Christopher Cox
Congresswoman Carolyn Maloney
Inspector General Clark Kent Ervin
Mayor James Hahn
Deputy Chief John Miller
Auditor Gary Wilk
House Judiciary Committee
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FOR OFFICIAL USE ONLY

FEDERAL AIR MARSHAL DAILY

O) Sispicioss Activity Aboard sa Aircraft: On SERS FAMs on an SN Airiines flight from
to MENRNEERY sirport reported two suspicious individuals performing possible surveillance
of their activities, Aocording to the FAMs, the two individuals boarded the plane separately. Upon arrival at

—
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can be used to stab/jab when the omament is gripped as
shown below. It is difficult to identify the cat head as a
and it could be overiooked if placed in a divestment

FOUQ) Ak Arrest Unruly Passeager: On June 24, Federal Air Marshals on a Sl flight
from mirport arrested an unruly passenger after he threatened aircrow
members. The passenger was observed being sexually aggressive and verbally abusive to at least two aircrew
members. After witneasing several minutes of abuse, FAMSs assigned to the flight asked the crew if they needed
assistance. In response to the FAMs offer of assistance, the Captain requested the passenger be arrested. As the
w?mutﬂmemﬁmmmmu Law Enforcement
ficials, and informed was under arrest. were handcuffing the passenger, he to
struggle, subsequently injuring one of the FAMs. Fnﬂnmﬂtndﬁnpnm:rnﬂhummw
and held for Crimes Onboard an Aircraft, Interference with the Flight Crew, and Battery on a Federal Law
Enforcement Officer. The FAMa prevented what could have been a serious situation before the aircraft

epartec NS

(U) Flights Banned Near Three Landmarks: On June 26, FAA officials announced temporary flight
restrictions over three national landmarks for fiear of possible attacks during the July 4* holiday. The ban
prohibits planes from flying near the Statue of Liberty, the Mount Rushmore National Memorial in South
Dakota, and the Gateway Arch in St. Louis. The no-fly 20ne around the Statue of Liberty bars flights within one
nautical mile of the monument until September. Flights are also prohibited within four miles around Mount
Rushmore from July 3 to July 5 and within three nautical miles of St. Louis’s Gateway Arch on July 3" and 4*.
The airspace ear the Statue of Liberty and the Gateway Arch, along with 28 other sites, are already protected
and sircraft flying near these arcas must seek permission before ecatering the airspace surrounding them. The
:ﬂumﬂﬂﬁﬂwﬂﬂmﬁm?mﬁm%h@mhﬁl@ﬂ
celebrations. repeated general threats of terrorist activity during the holiday period, flying
missions should be extra vigilant, 4 ad 4 P

Questions and/or commants may be addressed to T51S-500 at
e 5 S
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FEDERAL AIR MARSHAL DAILY
8/29/02

Teday’s Homeland Security Advisory Systems Rating:
WAM-WH‘M Aftacks

(FOUO) Possible Attempt to Ideatify FAMs. On ASSENENA FAMSs oo board » S flight from
Ml to Simagm observed a passenger of Middle Eastern appearance acting suspiciously. When the
first boarded the wircraft, he appeared to examirnie the cockpit and then the flight-deck door
firom top to bottom and left to right, concentrating on the hardware attached to the door. While he was
going to his assigned seat, the passenger stopped and looked st the passengers sitting in seats @lland Wil
Furthermore, as he was walking past both seats, the subject first bumped both of the seated passengers
with his carry-on bag and then touched them in the chest with an open hand. After arriving in M
the subject kept looking back over his shoulder as he was walking toward baggage pickup. The subject
was last ocbserved walking to a nearby elevator located away from other passengers. The individual's
activities have all the indications that the he was attempting to determine if FAMs were on board the
flight Although FAMs were on board, they did not break their cover to question the suspicious
passenger. FAM3 appropriately reported the incident and provided the passenger manifest information to
operations. Further investigation did not reveal any terrorist links; however, the details were entered into
the incident databasse. FAMSs should continue to report similar incidents imenediately, as these activities

could be pre-operational planning. For additional information on similar incidents see FAM Daily
6-27-02, 5-23-02 and 5-22-02.

(U) Cockpit Door Deadline. According to the press, federal regulators are concerned airlines and
aircraft manufacturers will not meet the 9 April 2003 deadline to install new bulletproof cockpit doors in
all commercial aircraft. While larger airline companies believe they can do the work in time to meet the

. deadline, smaller airline companies fear they won't receive the doors in time. Smaller airlines have statod
that it's been difficult to get their new door designs approved and are concerned they will have to ground
plancs, Reportedly, the FAA schedules weekly meetings with companies to get updates on the progress
toward getting the new doors. It is expected that 80 percent of the new door designs will be approved by
the end of September. Once the door designs are approved, the mamifacturers will produce and deliver
the doars to the sirlines who are responsible for installstion. The cost for each door is at least $29K and
takes 14 hours to install. Airbus North America, which made about 700 planes registered in the U.S.
expects its planes to be in compliance by the end of the year. As the deadline nears, FAMs can expect to
see & greater number of new cockpit doors. The late arrival of new doors may cause flight delays as
airlines are pressed to meet the deadline.

Questions and/or comments mgy be addressed to TSIS-600 at
R e .
24-Hour Watch (Atlantic Clty, NJ)

" FOR OFFICIAL USE ONLY
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THE EIGHTEEN ELEVEN

PRESIDENT’S MESSAGE
FLEOA Remembers Our Fallen Heroes

By FLEOA National President Art Gordon (TSA)

May is traditionally a bittersweet month for all of us in law
enforcement because we know it is time once again to honor
and mourn the loss of our fellow law enforcement officers who
died in the line of duty.

On May 13, 2005, [ was honored to represent FLEOA at
the National Candlelight Vigil at the National Law Enforcement
Officers Memorial in Washington, D.C. As a “Reader,” I had
the distinct privilege of reading the names of those fallen Fed-
eral Law Enforcement Officers who were killed in the line of
minzw.awemmwm'smm
Enforcement Officer, was the Keynote Speaker at this solemn
event.

This same day | attended the NLEOMF Officer of the
Month Luncheon honoring law enforcement officers through-
out the country who performed heroically in the line of duty. I
was humbled to be in the presence of these law enforcement
heroes.

Om May 15, 2005, 1 was an honored guest of the Natipnal
Fraternal Order of Police (FOP) at the United States Capitol,
as President Bush honored the families of our fallen heroes and
the memories of those that made the ultimate sacrifice. After a
Wreath Laying Ceremony, President Bush spent over an hour
meeting with and consoling the surviving family members.

I had the honor and privilege of meeting with Attorney
General Alberto Gonzales on behalf of FLEOA during May
2005. We discussed many issues facing the Justice Department
law enforcement agencies, including: ATF, DEA, FBI and the
U.S. Marshal Service. 1 expressed FLEOA's support for re-
newal of the “Patriot Act” This is a necessary and important
law enforcement tool which has, and will, continue to help us
combat terrorism.

[ also met with representatives of the Congressional Bud-
get Office (CBO) to discuss federal law enforcement pay re-
form. CBO has been directed by Congress to study federal law

enforcement pay and benefits and pre-
pare a report for Congress. I provided
them with documentation that FLEOA
has prepared over several years on this
issue,

I was also a guest at a Congres-
sional Breakfast sponsored by the Na-
tional Center for Missing and Exploited
Children (NCMEC) to honor the men National President
and women of law enforcement who Art Gordon (TSA)
investigate crimes against our nation’s children. I met with
former Senator Dennis DeConcini (retired) who asked that
FLEOA work with the NCMEC to protect our nation’s children.
I subsequently met with members of the NCMEC Executive
Staff and offered FLEOA's support to the NCMEC.

The FLEOA Legislative Committee continues to push for
federal law enforcement pay reform and has developed a pro-
posal for new disability legislation for federal law enforcement
officers. The Committee is working very hard on behalf of all
of our members.

I am still awaiting a response from President Bush, who
has been invited to be a guest speaker at the FLEOA Awards
Banquet on November 4, 2005 in Tyson's Comner, Virginia. At-
torney General Gonzales advised me that if the President was
not available, then he would be honored to be our guest speaker
at the FLEOA Banquet.

I have asked for help from Attorney General Gonzales and
DHS Secretary Chertoff to ensure full implementation of the
Law Enforcement Officer’s Safety Act of 2004 for all federal
retirees. FLEOA still believes that President Bush must issue
an Executive Order to all Federal Agency heads to provide re-
tired law enforcement credentials to all retirees and enact uni-
form firearms qualification standards so they can carry firearms
pursuant to PL 108-77. I have asked both Artorney General
Gonzales and DHS Secretary ChertofT to urge President

1 “ - P emdlemsrmed e e 19

President’s Message
continued from page 4
Bush to issue this Executive Order.

I'am happy to note that since our meeting with DHS
retary Chertoff, the Federal Air Marshals Dress Code, pi
ously implemented by FAMs Director Quinn, has been a
ished. Now the FAMs can finally blend in with the “fl»
public” they have been swom to protect. Thank you, Secre
Chertoff, for your wisdom and leadership.

July 2005
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D AIRPOR
1825 GRIFFIN RD -DANIA, FL 33004 .US
Phone 954-920-3500

Federal Air Marshall is Company of the Month in July, only at The
Sheraton Fort Lauderdale!

As a special thank you for your continued business, we are

making Federal Air Marshall "Company of the Month" in To reserve your stay,
July. simply book onlinel
We appreciate your business and want to recognize that, so m

during the month of July, we are extending Double
Starpoints(R) on all Federal Alr Marshall stays at The
Sheraton Fort Lauderdale,

Please feel free to spread the word!

Points will be awarded when traveling at your corporate negotiated rate. Receive your
company's negotiated rate and rebook your future stay for July or anytime.



@ STARWDOD PREFERRED GUEST BTARWODD

TR N SR T

WEET'™ SIRATEMN FoUm PO'mTS 5T. REQIS THE LUXUAY COLLECTION W HOTELE
oy S aton

(C)2004 Starwood Hotels & Resorts Worldwide, Inc.
1111 Westchester Ave: 35498: White Plains, NY 10604

Click here to review the offer terms and conditions.
This is a post only email. Please do not reply to this message. If you would like to

unsubscribe from further marketing e-mail communications from Starwood Hotels &
Resorts Worldwide, Inc., please click here.
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Federal Air Marshal Servics

LS. Depariment of Homeland Security
15 1 Swreet, NW
Washington. DC 20536

;2 U.S. Immigration
M4.] and Customs

Enforcement
0T -5 2005
DIS 2-01 OLl:MS: 1D
05-FAMS-17808 RSA
Mr. Frank Tﬁ .

Dear Mr. Terrei:

This is in response to your letter dated January 15, 2005, in which you requested, pursuant to
the Freedom of Information Act (FOIA) and/or the Privacy Act, access to records pertaining to
yourself.

Please be advised that we are releasing 13 pages of responsive documents to you. Within these
documents we have redacted some information pursuant to exemptions (b}(2) and (b)}(7X¥C) of
the FOIA. Additionally, three on-going investigations are being withheld in their entirety,
pursuant to exemption (BY7)H(A) of the FOLA. Even if disclosure of these three investigations
were directed, exemptions (b)(2), (b)(5), (b)}(6), (b)}(7HC), (BYTHD), (b)(7)(E) and (b)(THF) of
the FOILA could be cited to protect some information contained in the aforementioned
investigations.

Insofar as you may consider the withholding of some information, as well as the three investigations,
a denial of your request for disclosure, you may appeal our determination, in writing, within 35 days
after the date of this letter to the Privacy Office, Department of Homeland Security, 245 Murray
Lane SW, Building 410, Washington, DC 20528.

Enclosed is an information sheet pertaining to exemptions from disclosure under the FOLA,

Si '

Chief, Information Disclosure Unit
Mission Support Division

Enclosures (2)



Definitions of the Exemptions
Under The Freedom of Information Act (5 U.S.C. 552)

Pursuant to 5 U.S.C. 552 (b), the Fresdom of Information Act does not apply to matters
that are -

(1HA) specifically authorized under rules sstablished by an Exscutive Order to be
kept secret in the interest of national security defenss or foreign policy and (B) are
in fact properly classifiad under such orden

(2) related solely to the Intermal parsonnel rules and practices of an agency;

(3) specifically exempt from dizsclosure by statute, provided that such statute (A)
requires that the matters ba withheld from the public so as to leave no discretion
on the Issue or, (B) astablishead particular criteria for withholding or refers to
particular kinds of mattera to ba withheld;

(#) trade sscrets and commaercial or financial Information obtained from a parson
and privileged or confidential

(5) Inter-agency or intra-agency memoranda or letters which would not be avallable
by low to a party other than an agency in litigation with the agency;

(8) parsonnel and medical files and similar files the disclosure of which constitutes
a clearly unwarranted invaslon of parsonal privacy;

(7) records of informatlon compiled for law enforcement purposes, but only to the
axtent that the production of such records or information

(A} could reasonably be sxpected to Interfere with enforcement proceadings,

(B) would deprive a parson of a right to a fair trial or Impartial adjudication,

{€) could reasonably be axpectad to constitute an unwarranted Invasion of
parsonal privacy,

(D)} could reasonably be expectad to disclose the identity of a confidential
source, including State, local or forelgn agency or authority; or any private
Institution which furmnishesd information on a confidential basls, and for s
racord or Infermatlon complled by a eriminal law enforcement authority In
the course of & criminal Investigation, or by an agency conducting a lawful
national security intelligence Investigation, information furnished by a
confidential source,

(E}) would disclose techniques and procedures for law snforcamant
investigationa or prosecutions or procedures or would disciose guidelines
for law anforcemant inveatigationa or prosecutions H such disclosure could
reaasonably be expected to risk clrcumvention of the law, or

(F} could reasonably be axpected to endanger the life or physical safety of any
Individual;
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BACKGROUND :

On October 15, 2004, the Joint Intaksm Canter (JIC), Washington, D.C.,

ived a memorandum from Director Thomas D. Quinn, Federal Air Marshal
Eirvir_'u (FAMS), Washington, D.C., reqguesting an investigation of Federal
Air Marshal (FAM} Frank TERRERI, Irvine, CA. Director Quinn idencified
FAM TERRERT as thes Federal Air Ha:a‘hllmay Presidant of the Federal
Law Enforcement Officers Aasssciation | In the memorandum, -
Diréctor Quinn stated FAM TERRERI sent an alleged threatening e- mail to
an undisclosed list of recipients on October 13, 2004. Director Quinan
further stated the e-mail was directed toward a female FAM who was the
subject cof an article recedntly published ifi Pacple Magazine. FAME (b){T)C)
: ement had aut -.article wi.t:h tha. Ea okl g e :
identifiad -:rr,uly ag,
CpirEstor
to many FAMa as

ALLEGATION : 3~m1i'~-'i'h:i1'ut' Jh:gn:in-'t Co-Worker.

I DI'!'RILS 'DF INVBSTIGATION:
; m..uam:m !—Hn!‘.l Tfh.r&ﬁ“l: H.ﬂl..f.nlt Co-Worker.

ﬁab-r 13,%

JIC raceived a mﬁmnmﬂum dated the same day,

sting an invuntig_htioq of FAM TERRERI Bi t
Quinn also, 1dqnl:i‘£iad ‘Eﬂﬂkt as the Pederal Adr Marshal hqunc'y'm =

President of 'I:h- FLEOA. . In the memorandum, Director Quinn alleged FAM
TRERERL. asnt #mﬂ e-mail to an mhﬂd list of reaipients on .
gctober 13* HN« rutar Quinn atatu-d the threatening e-mail was : iy
T ek Th T et T8 Jooi Lot SN SE A Miaiy Uty . . il
0ad ssus ‘Fasple H‘t!a: FRME o L
management hnd wr.hnri;-q the article. PpPi A
Fﬁ! wes idencified in the srtiela only sa i
Washington Field Office. However, bi
u::lli: .tdnm::l.ﬂwn £s n'l:hit' P'm aq i s e

!lllugel:}. the contents of PAM THRRENL's a-:ln.tl 1a a n::hnat

:m and encourages the miphnta of the f i
% iracdt violence or harassment a B E,{.mr.br E
Misk B Iflénlly mtfid as a Ehrnqtc,ning atacsy ﬁ | b
L*I'1] ha ofi the loockout . ¥ her im one of our friendly ml. Es, -} -
wha.hly as she is entering the mulsrpm to snsurs her si,g-.ﬂ-mur 5 x

semi-automatic ig concealed." Diractor Q\.i.;m;. stated this commant is.a ;

r-smn-:q, to :;u: :tntmm: E .made in the -rur.lu,-*: mm‘ & giop -

g
3

b
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in “he restroom and make sure my weapon is concealed a SIG Sauer
.357-caliber semi-automatic."”

Director Quinn advised that FAM TERRERI had hia gun and credentials taksan
from him, and that FAM TERRERI was placed on administrative leavea pending
an investigation of the allegation. DCirector Quinn alas p;ovided the
following four attachments to the memorandum: People Magazine article,
Octcher 18, 2004, FAM TERRERI's e-mail of Occober 13, 2004, FAME Employee
Respenaibilities and Conduct Directive ADM 3700. and HRFM ER-4.1 Section
13 Workplace Violence (EXHIBIT #1).

Cn Movember 3, 2004, the 0ffice of Professional Respomeibilicy, Loa (BXTHC)
Angeles, interviewed FAM TERRERI. FAM TERRERI provided an aZfidavi
FAM TERRERI stated in his affidavit he does noc perscnally know FAM
and to his knowledge, has never had personal contact with her. Z
TERRERI maid prior to this allegation, he had no knowledge of FAM
ard has still never even seen her. FAM TERRERI said he wrote the subject
e-ma1l on Cctober 13, 2004, entitled *People Magazine Article", and sent
it to memberas of the FLEOA. FAM TERRERI stated all of the recipienta of
the a-mail had asked to be included on the privace a-mall liat. FAM
TERRERI said he did not send the e-mail to FAM il because she is not
incl on this private e-mail lisc. FAM TERRERI said FaAM

told him that he had forwarded the s-mall co FAM

scated he wrote the e-mail on his personal computer and on his
personal! time. FAM TERRERI sald he wrote and sent the e-mail because the
anonymous FAM featured in the Pecple Magazine article divulged Security
sensitive Information. FAM TERRERI said his e-mail was only intended to
advise other FLECA members that Security Sengitive Information was
disclosed through the media and guescioned the purpose of the disclosura.
FAM TERRERI stated he never intended the e-mail to serve as either a

threat directed towards FAM Oor as an ancouragement to others to
threaten, or harass FAM FAM TERRERI opined that no part of the
e-rail could even be conatrued as a threat againstc FAM FAM TERRERI
stated he has never atte nor does he have any desire, to

incimidate, or harm FAM FAM TERRERI stated he has no intention to

barm FAM M in the future and has never snccouraged others to

j idate, or harm her. FAM TERRERI added chat he never knew of FAM
prior to thiasa allegation and has no "ill will® towards her.

FAM TERRERI cpined that this allegation agaimst him is "retaliation on
the part of FAM management to FLEOA's activities regarding aviation
sacurity." FRM TERRERI stated he belisves FAMS management initiated =he
allegation against him because he is the FLEOA Fedetral Air Marshal Agency
President. FAM TERRERI said FAME management is retaliating against him
since FLEOA issued a letter of "no confidence" in Director QJuinn about
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one week prior to the action taken againat him. FAM TERRERI said FLEOA's
call for Director Quinn's remcval was reported in many rnational
publications. FAM TERRERI staced because of the e-ma-l incident, FAMS
management came to his home and confiscated government issued property
from him inclueding his weapon, badge and credentiala. FAM TERRERI stated
he has never received a negative evaluation, nor has he ever been
proposed discipline during hia filteen y=ars in law enforcement. FAM
TERRERI said no complainta from either civiliana, or other law
enforcement officers, have ever been received regarding hia conduct as a
law enforcement officer. FAM TERRERI said his opporturity for future
advancement into a FAMS management aician is now jecpardized due to
this incident. FAM TERRERI scated is not willing to submit to a
pelygraph examination regarding the allegation (EXHIBIT #2).

on November 30, 2004, the Office of Professicnal Respon v, Di t

of Columbia (OPR/Diatriect a ia), interviewed FHHW ﬂkﬁw [ﬁ}b}@)
provided an affidavit. FAM atated in her affidavit she resides in
Alexandria, VA, and is assigned to PAMS Headguarters, Invescigationa
Division. FiM [l said she does not know FAM TERRERI, has never had any
perascnal contact with him, and has never even seen him. FAM etated

ghe lsarned of the subject e-mall written by E s RI, dat tober
13, 2004, from an e-mail she received from FAM FaM I =tat=d

she does not perceive the e-mail as a threat, encouragement to

others to threaten her safety. FAM |l ®2id FAM TERRERI has never
threatened her, nor has he ever encouraged othsrs to threaten her safety.

FAM said she did not know why FAM TERRERI authored and sent tche
o-ma EXHIBIT #3).

on ry 11, 2005, the OPR/Distcri Columbia interviewed FAM

F. provided an affidavic. F stated in her affidavit she was
more intimidated than threatensd by RERI's e-mail. FAM

stated FAM TERRERI did not pose an immediate threat te her since FAM

TERRERI was located in Los Angelea. FAM [l said she never belisved FAM
TERRERI would cause her any physical harm. FAM[J stated, however, she

did believae the megsage of the e-mail d encouraga other FAMa to
behave negatively towards her. FAM stated she now has perscnal
safety .concerna dus to the resulting licity from the disclosure of her

identity (EXHIBIT #4).

PROSECUTORTAL ACTICH: M/A.

PRIOR HISTORY/FREVIOUS ALLECATIONS: None.
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1. Memcorandum from Director Thomas D. guinn, dated October
15, 2004; plus attachments 1 through 4

2. Affidavit prepared by FAM Frank TERRERI, dated Novembar
3, 2004

3, Rffidavit prepared by FAM _ dated November (PNTNC)
a0, 2204

4. Affidavit prepared by FAM I c:t=4 Februarcy
11, 2005
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13. TIPE OF REPURT:
INVESTIGATIVE FINDINGS

TOPIC: HELEAREE OF SENSITIVE/GCECURE/CLABSIFED INFORMATION
14. SYNOPS1S:

(BHTHE]
on Auguat 26, 2004, the Department of Homeland Security, Immigratiom &
Cuatoms Enforcement, Office of Professional Responeibility, Joint Intake
Center, Washington, D.C., received a Condogt Incident Report from the
Department of Homaland Sacurity, Immigration & Cusatoms Enforcement,

Federal ﬁii Harahil Service. The port alleges that Fedmral Air
Marshals and Frank TERRERI have viclated

Federal Air Marshal 1 cliciea regarding the release of senaitive,
secure, or clasgsified informationm.

HTHE)

el ' o
gy T 15, ovoraror [ |
(TITLE) c

(b)2) 17. APPROVED BY: P
(TITLI} 8 CRIM INVSTGR
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BACKGROUNMD :

Om Auguet 26, 2004, Immigration & Cuscoms Enforcement (ICEl, OIfice of
orofeassicnal Responsibility (OBR), Joint Intake Center (JIC), Washingtonm,
n.c.,, received a Conduct Incident Report (CIR) Zrom DHE ICE Federal Air

Marahal alleged that Federal Air Marshals {BHTHE)
(FAMa) , and Frank TERRERI violated FAMS'

policies c release of sensitive, secure, or classified
information.

on November 11, 2004, Senior Special Rgent (SS5A)

OPR/Chicago, conducted a review of the FAMS Code of Conduct, which
revealed potentially restrictive policies applied to FAM employeea. RAs a
result of thise review, OPR/Chicago forwarded, via Federal Exprese, a copy
of the FAM Code of Conduct to the Cffice of Principal Legal Rdvisor
{(oPLA), Washington, D.C. (Exhibit 1).

on January 2, 2005, OPR/Chicago received documantatien from OPLA
regarding their review of the FAMS Code of Canduct policy. The review by

OPLA concluded that the FAM Code of Conduct policy is mot enforceable as
written (Exhibit 2).

m FAM/Chicago, President of the Federal Air Marshals (BNTNE)
18 (FAMA) , was alleged by FAM management te have viclated the
FAM Code of Conduckt policy previoualy determined by OPLA ta be
unenforceable aas written. Based on the legal opinion of OPLA, the
OPR/Chicago immaatigati uded cthe following allegations made by FAM
managemant, against FAM

1. Violation of F of Conduect Directive ADM 3700,
Paragraph 17. FAM allegedly made statements, which were
critical of FAME ma t and FAME employees.

2. Violation of FAMS C of Conduct Directive ADM 3700,
Paragraph 11. FaMm vior on behalf of PAMA may have
causaed embarrassment to 3, its management, and employees.

3. Vialation of PAMS Ethics/Standards of Condutt Directive OMS

2110, Paragraph & - (&) (10} AMS Code of Conduct Directive ADM
3700, Paragraph 14. FAM imvolvement in FAMA may constitute
outside employment, which

failed to disclose.

PROPER
DISCLOS o
O I
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Faragraph 15. Alleged migsuse of positien by FAM 0 C)
The cage investigation addressed the fcllewing allsgaticns against
PRM
ALLEGATICN OHE: Unauthorized use of PFAMS Badge Image on FAMA
Webaice.
UNFOUMNDED
ALLEGATION TWO: Failure to Safeguard Sensitive or Sacure
Information.
UNFOUNDED
ALLEGATICYN THREE: Personal Use of Government Eguipment.
UNFOLUMIDED
ALLEGATION FOUR: Unauthorized Disclosure.
UNFOUNDED
DETAILS OF INVESTIGATIONM:
ELLEGATION OME: Unauthorized use of FAMS Badge Image on PAMA
Webaite.
on 7, 2004, S5A8 _conduntid an intarview
of migr to conducting the interview, PAM was provided (BNTHNC)
with ¢ twing documenta for hia review and signature: :

1. Administrative Interview MNotice of Righte and Obligationa,
(FAMS. Form OMB F 2130 July 04).

2. DHS ICE Disclosure Warning for Men-Bargaining Unit Employees
(Appendix CJ .

During the interview, FAM denied ever making unauthorized use of (b)(TNC)
images of the Federal Adir Marshal badge and/or providing che same to any

unauthorized peraon(s), groups, organizatcions, webaites, and/or
agsociations.

OPR/Chicago investigation revealed that the "image* utilized by tha FAMA
webaita iea of a nondescript nature and therafore not identifiable as a
badge utilized by the Faderal Air Marshal Bervice.

ALLEGATION TWO: Failure to Safeguard Sensitive or Secure Information.
IMS THE Y OF
EST FOR SURE O

REF TO HEA
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During the interview, FAM *atntgd zhat he has never ze_eas=d {BITHE]
sengitive, =ecure, or classified information to any unacthorized parsons,

groups, or associationa. Additionally, Fm-ﬂl:ited that he never
inappropriately used FAMS facilitiss, supplies, equipment, personnel, or
duty time to copduct any accivities for purposes other than official or
authorized activicy.

An OPR/Chicage investigation revealed no direct svidence, neicher
indepencently gained, nor from informaticn lied to OPR/Chicago via
FAM management, which directly linked FAM with the pnotographic
images of FAMS training displayed on the FAMA website. Additicnally,
inveatigation ham determinad that there are voluminous amounts, in all
forma of media, of information pertaining to FAM trairing available for

use by the public.
ALLLEGATICN THREE: Personal Usa of Government Equipment.

On Hovembar 17, 2004, OPR/Chicage conducted an interview of FAM -'uh::l
gtated that he naver inappropriately utilized FAMS facilities, supplies,
equipment, perasrmel, and or duty time to conduct any actiwvities fer
purposes other than officialfauthorized aestivicy.

The information provided te OPR/Chicago regarding this allegation lacked
evidence to support this allegaticn. FAM management based their

allegations solely on Internst research. O ago has uncovered no
evidence to support the allegation againat

ALLEGATION PFOUR: Unauthorized Disclosure.

Or. November 17, 2004, OFR/Chicage conducted an inl;.érvi.u of FAM who
atated that he has never released, in any form, sensitcive, secure,

classified information to any unauthorized persons, groups, or
agacciatizsne.

Following the interview, FAM rovided OPR/Chicago with an affidawiz (BHTNC)
dated Movember 17, 2004 {(Exhibit 3). :

COPR/Chicago's investigation identified several sources for the
infermatzion allegedly diaclcsed by FAM N These sources are readily
available to the public, and include information provided by FAM
management, independent of the FAMA webaite.

OPR/Chicago investigation determined that the information provided
OFR/Chicago by FAM management did not support the allegation that FAM
raleased sansitive, secure, and/or classified inform=tion.

I 8 Ve :
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Additicnally, FAM management neitker provided nor producad any witnesses
to support the allegation thac FAM ever releaaed, in any form,
pensitive, secure, or classified information te any unauthorized, groups,
or associations. FAM management's allegation was based solely on
Intexrnat research. icago has uncoversd nc evidence te support the
allegationa againat

“ FAM/Las Vegas, member of the Federal Air Marahals
Rasociaticon, was allesged by FAM mariageament to have viclated the FAM Code
of Conduct Policy prewviously determined by OPLA to be unanforceable as

written. Based on the legal copinion of OPLA, the OPR/Chicago

investigation eax the following allegations whera FAM management
alleged that FAM viclated the FAM Code of Conduct policy:

1. Violaticn of FAMB Codes of Conduct Directive ADM 37¢O,
Paragraph 14. FAM Management alleged thac FAM [ had an
outeide source of employment, which he failed to disclose.

An invescigation conduc PR/Chicago addressed the following

allegacicons againat FAM :

ALLEGATION ONE: Failure to Safeguard s;nnsir.iw: m.-. Secure
Information.

UNFOUNCED

DETAILSE OF IMVESTIGATION:

ALLEGATION OMNE: Failure co Safeguard Sensitive or Secure
Information.
On December 0&, 2004, EBAs ondyucted an -

interview of E‘mm Prior to arview,
provided with th ing documents for hia review and signatuaF

1. Administrative Interview WNotice of Rights and Obligaticns,
(FAMS Form OMS P 2130 July 04).

(B}THC)
During the intarview, FAM tated that he néver released sensitive,
secura, or clasgified information to any unauthorized pPerscne, groups, or
asaociations. i
Following the incerview, FAM providdd OPR/Chica ith i danvr
dated December 06, 23004 (Exhi - i bt
OBR/Chicago investigation determined thac the information providad
A =1 H 1 T LrV-
THE PRO
FOR DISCLDS o

TO E H
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1 cage by FAM managemsnt does not Support the allegation that FAM
released sensitive or secure informaticen. FAM management provided
no witnessea or specific evidence to supporxt !
Additionally, an e-mail avthored by FAM ATSAC Loa
Angelss Field Office, dated July 7, 2004, concerning the completion of
Surveillance Detection Reports (SDR) as part of FAMa evaluation, was
distributed to 25 Sguad 3 and 25 Sguad 2 respectively, and therefore not
traceable to a specific eource. An OPR/Chicago review of the e-mail

determined that it was not marked sensitive, secure, and/or classified.

OPR i has uncovered no evidence to support the allegations against
FAM

MWW Angelss was alleged by FAM management ko have
wiolal

Code of Conduct Policy previocusly determined by OPLA to
be unenforceable ag written. Based on the legal opinion of OPLA, the

Wﬁ investigation eaxcluded the following allegationsa against FAM

1. Abuse of Official Authority to Promote FLECA.

(b){THC)

2. Unauthorized and Inappropriate Use of Government Facilities
and Property.

3. Unauthorized Use of Businssa Cards.

4. Vieclation of 18 U.5.C. 701, nauthorizad use of

FAMS emblems,
insignias, and namas.

An investigation conducted by OPR/Chicago addressed the following

allegation against F.'M— (BNTHCL
@

ALLEGATICN ONE: Failure to Safeguard Sansitive or Secure

Information.

UNFOUNDED

LDETAILS OF INVESTIGATION:

i ALLEGATION ONE: Failure to Safeguard Sensitive or Secure

Information.

er 16, 2004, ssm-m interview of FAM
Prior to conducting t interview, FAM
with €

was provided
e following documenta for his review and s a '

1. Admiristrative Interview MNotige of Rights and Cbligationa,
i v

iA S EN T
THI ol _ { FOR USE,
DEPAR' OF HOME ITY, ANY FUR
THIS OR ON CONTA HEREIN
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{EAMS Form OMB F 2130 July 04).

(BMTHC)
On Secember 18, 2004, CPR/Chicago conducted an interview of F

who denied releasing sensitive, securs, or classified infermation to any

unasthorized persons, grcoups, or associatioria. OJPR/Chicago investigation
decermined that the informacion provided GFR/Chicago by FAM nanagement
relesvant to this allegation did not support the allegation that FAaM
released sensitive, secure, and/or classified information.
Additionally, FAM management neicher provided nor produced any witneases
to saupport the allegatieon that FAM ever released, in any form,
gengitive, secure, or clasaified inT to any unauthorized, groups,

cr asgociaticna. FAM management's allegation was based sclely on
Interne: research.

Le] Chicago has uncovered no evidence to support the
allegations against

Following the interview, FAM

Eravided OFR/Chicage with a aworn
affidavit dated December 18, 2004 (Exhibit 6).
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: Copy of the Federal Air Marshal's Code of Conduct .

2. OPLA Memorandum - Legal Review, FAMS Code of Conduct.

i. Affidavit of Federal Air leahnl_ dated (BNTHC)
Howvamber 17, 2004. :

4. Affidavit of Federal Air Hnrshal— dated
Decembver 06, 2204.

s. affidavit of rederal Air warstal || <ot<a
Decamber 16, 2004.
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: TRANSPORATION SECURITY ADMINISTRATION
TRANSPORTATION SECURITY EXECUTIVE SERVICE PERFORMANCE
PLAN
Employee’s Name: Don Strange Appraisal Period: FY 2004
Position: SAC Atlanta Field Office Organization: FAMS

Duty Location: Atlanta .

CRITICAL PERFORMANCE AREA 1: FROGRAM /MISSION OBJECTIVES

Achieves result in accordance with the Government Performance and Results Acr
(GPRA). Develops, prioritizes and aligns program responsibilities with bureau

* strategies, objectives, and goals.  Ensures effective implemantation of the strategic plan,
including program measurement.

A. FROG AREA 1 EXP TIONS MET BY:
During the FY 2004 performance period, the Atlants Ficld Office continued to function

in_an _innovabve, Mﬂg and fuccessful fashion. Your Operations FAMs are
available and responsive on a 24/7 basis. Innovations and diligence in scheduling your
FAMs have resulted in successfully achieving the required flight percentages regardless
of the siluation or changes, e.g., scvere weather, special mission coverage flights,

- intelligence concerns, training requirements, NSSE and other high priority events. No
requested annual leave had to be denied during this reporting period.

During the FY 2004 perfonmance period, you successfully covered the G-8 Summit in the
Atlanta District and WESSINNNPS ~cre covered by FAMs, If

cancellations occurred, Atlanta Ops insured a FAM team recovered the flight(s). Atlanta
Ops has developed a flight recovery system, which has had significant results, No
training or RDOs of FAMs were cancelled to accomplish flight recovery. Operations
FAMs fly missions on a regular basis to maintain proficiency and meet directive
standards. Proper scheduling of FAMs is accomplished by the Operations Section (o
insure all FAMs receive their required FODs, RDOs, annual Jeave, and training. Detajled
records are maintained by Operations, which enables 2 fair, equitable, and effective
manner of scheduling foreign missions throughout the Atlanta FAM work force. An
ATSAC is assigned to the airport during duty hours and remains on call for response after
hours. Cell phone reception is spotty in the suburbs of Atlanta so a pager was obtained
for the Duty ATSAC, which has significantly improved communications with the MOC
and other personnel after hours.

During the FY 2004 performance period, the Atlanta Field Office had FAMs assigned 10
the &x JTTFs in District: Atlanta, Birmingham, Mobile, Jackson, Memphis, and -

oPR o= aome +aras
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Knoxville. It was through the liaison and personal efforts of you and your mansgement
that these assignments occurred quickly and efficiently. A lengthy selection process was
used to decide which FAMs would be assigned to these JTTFs. Feedback from each
JTTF FBI supervisor, FBI SAC, and FSD has been extramely complimentary. Your
FAMs are doing an outstanding job, which is pleasing and more than satisfactory to all
agencies involved. Your management regularly attends JTTF executive meetings.
Furthermore, frequent meetings and communications occur between your field office
management, FSDs, and the FBI regarding our participation and invelvement in the
JTTFs. : i

CRITICAL PERFORMANCE AREA 2: EXECUTIVE/MANAGERIAL
COMPETENCIES

Uses efficient business practices, including balanced measures (organizational results,

- customer satisfaction, and employee perspectives) to help create a high performing
‘organization. 3

1. Management/Business Practices:

Effectively implement human resources, financial risk managemens, and management
conprol (eg. self inspection) programs. Ensures that classified information is
managed, handled and safeguarded in accordance with applicable laws, rules
regulations and procedures, Uses round judgment to make effective and timely
decisions.

During the FY 2004 performance period, your field. pffice continues to be sound
administratively. All your administrative requirements have been achieved in an
excellent manner. Financial Management in the Field Office has been judicious, frugal,
and successful. Atlanta A.O. Pam Phillips continues to mentor other less experienced
Administrative Officers from differcat offices. All equipment, to include the vehicle
fieet, of your field office has been properly accounted for and maintained.

2. Leadership:

Effectively leads employeas by communicating the mission, core values, and strategic
goals 1o them and other stakeholders.  Responds creatively 1o changing
circumstances, adheres to merit principles, and promotes communication, workforce
effectiveness, collaboration, diversity, team building/teamwork and employee
development. Ensures that subordinate supervisors and managers are developed (o
prepare them to assume leadership positions with - Increasing degrees of
responsibilities. Demonstrates integrity and the highest standards of public service.

Duyring the FY 2004 performance period, your lizison achievements of your field
office have been exemplary. During this reporting period, a personal meeting

03
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= occurred between Atlanta management (SAC, ASACs) and all the FSDs in the
Atlanta District, which encompasses Georgia, Alabama, Mississippi, and Tennessee.
Atlanta management visited the major airports in the Atlanta District. Your feld
office management attended regular meetings of agency heads involving the Atlanta
airport and the law enforcement community.

You coordinated meetings at the Atlanta airpart involving the FSD, FBI, end ICE.
This has resulted in a continuing dialogue, which net only strengthens
communications and coordination between all of the involved agencics but also
clarifies jurisdictions, responsibilities, and concerns of these agencies, especially in
relation to the FAMS.

Linison contacts have been made and fostered with the airport law enforcement
agencies in this Distric. Communications and coordination is frequent and ongoing
with the Atlanta Police Department, Airport Ssction. Liaison successes have been
made with : You
have attained quick access to and you maintain frequent
contact with these officials. You have obtzined permission to staff the Hijh

in the event of an emergency involving Wil and

the FAMS. Good liaison has been made and continues with JGG—_——-" ke

You assigned a FAM to the Atlanta airport in a liaison capacity. This FAM assists
transiting FAMs and maintains daily contact with the screeners, scresner supervisors,
working law enforcement officers, both Federal and local, as well as gate agents and
other airline personnel.

The G-8 Summit occurred near Brunswick, GA during this reporting period.
Supervisors and PAMs from your field office were involved in the security planning

i for this NSSE event from the initial stages through completion of the summit. The
FAMS -were well represented in all meétings and present at the Command Center
during the event. ATSACs were assigned to the I talS—" i rports to
assist and facilitate the numerous FAMs on mission status transiting these areas:
Successful liaison relations within the airport domain and local business community
have fostered a favorable outlook towards the FAMS and have resulted in obtaining
more than adequate hotel lodging for FAMSs on RON in your field office.

You have spoken to. local civic organizations. Frequent meetings occur between
Atlanta supervisors and members of the U.S. Attomey's offices throughout the

District.
3. Drgaﬁiziﬁuua! Effectiveness:
Train and encourage all employees to conduct themselves as an effective leam

member 1o ensure that secwrity i+ not compromised.  Contribute to the
accomplishment of the TSA mission and vision by: N
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= - Supporting TSA values

- Demonstrating the highest level on concern for the civil rights of both co-
workers and the traveling public

- Making sure that all TSA funds, property, and other resources assigned or
allocated for use are guarded against wasts, loss, unauthorized use and
misappropriation

- Ensuring a pasitive working environment by taking prompt and
appropriate action to deal with all allegations of discrimination or other
inappropriate conduct. Obtain guidance handling such situation, as
necessary

- Supporting the Model Workplace Vision by providing authentic
opportunities to all employees to raise workplace issues and resolve them
cooperatively withowt fear of retaliation.  Providing a working
environment characterized by mutual respect and fair. consistent and non-
discriminatory treatment, free of unlowful harassment, Creating and
maintaining an environment rthat encourages and protects optimal
information flow to and from employees within his/her organizational
units when appropriate. Promotes cross-functional approach to problem
solving to achieve organizational success. _

During the FY 2004 performance period, you and the Training Section of the Atlanta
Field Office completely and effectively attained all mandated training requirements for
FAMS: during this reporting period. Working closely with the Operations Section, all
Atlanta FAMs received their required training as well as additional recurrent training.
Special emphasis is placed on firearms and tactical training. During this reporting period,
several Atlanta FAMs from the Training Section were detailed TDY to Atlantic City to
assist the Service in completing Phase 2 training. These Atlanta FAMSs performed in an

- outstanding manner, Through the diligence and conscientious efforts of your training
section, a substandard training facility has besn transformed into an organized, effective,
and professional environment. This includes strong efforts to obtain an aircraft simulator,
which should occur before the end of 2004. Comumunications have besn made and
continue to be made to obtain a long-term relationship for a firing range facility that is
not only adequate but at a reasonable cost.

During FY 2004, your field office initiated a management review of the entire traming
program. The results of this review have improved the training curriculum, the training
facility, the training staff, as well as the goals of the Training Section.

The Atlanta management and supervisors have shown dedication to the mission and

success of the FAMS. [You are completely engaged and involved with the FAMs
assigned to the field office. Regular and candid meetings occur with the FAMs. ||

Management has opened and encouraged frank two-way communicabions. A
"Suggestions" program has been devised. Atlanta management has demonszated their

availability and listens to PAMs' concerns and problems. When feasible, issues have

been discussed with the appropriate HQ personnel. An answer is always giv the
FAMs whether positive or negative, regurdless of the smmm‘u— J
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feedback often occurs from the FAM:s to Aflanta management describing this
relationship. Atlanta FAMSs realize mansgement is available, supportive, and will listen.
This has developed a positive attitude among the Aflanta FAMSs and is making great

L Consequently, the morale

strides in developing a “culture” by and for the Atlanta FAMs.
of e ATmG FAM: T optimistic and promising.
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